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Docker Tutorial

This tutorial explains the various aspects of the Docker Container service. Starting
with the basics of Docker which focuses on the installation and configuration of
Docker, it gradually moves on to advanced topics such as Networking ond
Registries. The last few chapters of this tutorial cover the development aspects of
Docker and how you can get up and running on the development environments using

Docker Containers.



Audience

This tutorial is meant for those who are interested in learning Docker as o container
service. This product has spread like wildfire across the industry ond is really
moaking on impact on the development of new generation applications. So anyone
who is interested in learning all the aspects of Docker should go through this tutorial.



Prerequisites

The prerequisite is that the readers should be familiar with the basic concepts of
Windows and the various programs that are already available on the Windows
operating system. In addition, it would help if the readers have some exposure to

Linux.
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Docker - Overview

Docker is o container monagement service. The keywords of Docker are develop, ship and run
onywhere. The whole idea of Docker is for developers to easily develop applications, ship

them into containers which can then be deployed anywhere.

The initial release of Docker was in Morch 2013 and since then, it has become the buzzword
for modern world development, especially in the face of Agile-based projects.
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Features of Docker

Docker has the ability to reduce the size of development by providing o smaller footprint of

the operating system via containers.

With containers, it becomes easier for teams across different units, such as development, QA
ond Operations to work seamlessly across applications.

You can deploy Docker containers anywhere, on any physical and virtual machines and even

on the cloud.

Since Docker containers are pretty lightweight, they are very easily scalable.



Components of Docker

Docker has the following components

e Docker for Mac — It allows one to run Docker containers on the Mac OS.

e Docker for Linux — It allows one to run Docker containers on the Linux OS.

° Docker for Windows — It allows one to run Docker containers on the
Windows OS.

e Docker Engine — It is used for building Docker images and creating Docker
containers.

e Docker Hub — This is the registry which is used to host various Docker
images.

e Docker Compose — This is used to define applications using multiple Docker
containers.

We will discuss all these components in detail in the subsequent chapters.

The official site for Docker is https://www.docker.com/ The site has all information

ond documentation about the Docker software. It also has the download links for

various operating systems.


https://www.docker.com/

Installing Docker on Linux

To start the installation of Docker, we are going to use an Ubuntu instance. You can
use Oracle Virtual Box to setup a virtual Linux instance, in case you don’t have it

already.

The following screenshot shows a simple Ubuntu server which has been installed on
Oracle Virtual Box. There is an OS user named demo which has been defined on the

system having entire root access to the sever.

lemoBubuntu: ™5

To install Docker, we need to follow the steps given below.

Step 1 — Before installing Docker, you first have to ensure that you have the right
Linux kernel version running. Docker is only designed to run on Linux kernel version

3.8 and higher. We can do this by running the following commoand.



unaimne

This method returns the system information about the Linux system.

Syntax

uname -

Options

a — This is used to ensure that the system information is returned.

Return Value
This method returns the following information on the Linux system-

kernel name

node name

kernel release
kernel version
moachine

processor
hardware platform

operating system

Example

uname —&

Output

When we run above commoand, we will get the following result —

ric #32714.84.1-Ubuntu SHP Fri Jan 22 15:32:27 UTC 20

From the output, we can see that the Linux kernel version is 4.2.0-27 which is higher



than version 3.8, so we are good to go.

Step 2 — You need to update the OS with the latest packages, which can be done via

the following command —

apt-get

This method installs packages from the Internet on to the Linux system.

Syntax

sudo apt-get update

Options
e sudo — The sudo command is used to ensure that the command runs with root

access.
e update — The update option is used ensure that all packages are updated on

the Linux system.

Return Value

None

Example

sudo apt-get update

Output

When we run the above command, we will get the following result —
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This command will connect to the internet and download the latest system packages
for Ubuntu.

Step 3 — The next step is to install the necessary certificates that will be required to
work with the Docker site later on to download the necessary Docker packages. It

can be done with the following commoand.

sudo apt-get install apt-transport-https ca-certificates
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Step 4 — The next step is to add the new GPG key. This key is required to ensure that

all data is encrypted when downloading the necessary packages for Docker.

The following commond will download the key with the ID
58118E89F3A912897C070ADBF76221572C52609D from the
keyserverhkp://ha.pool.sks-keyservers.net:80 and adds it to the adv keychain. Please

note that this particular key is required to download the necessary Docker packages.

Total number processed:
inported : (R3A: 1)
denoBubuntudeno: ™5




Step 5 — Next, depending on the version of Ubuntu you have, you will need to add
the relevant site to the docker.list for the apt package manager, so that it will be able

to detect the Docker packages from the Docker site and download them accordingly.

e Precise 12.04 (LTS) — deb https://apt.dockerproject.org/repoubuntu-precise

maoin

e Trusty 14.04 (LTS) — deb https://apt.dockerproject.org/repo/ubuntu-trusty

main

e Wily 15.10 — deb https://apt.dockerproject.org/repo ubuntu-wily main

e Xenial 16.04 (LTS) - https://apt.dockerproject.org/repo ubuntu-xenial main

Since our OS is Ubuntu 14.04, we will use the Repository name as “deb https://

apt.dockerproject.org/repoubuntu-trusty main”.

And then, we will need to add this repository to the docker.list as mentioned above.

echo "deb https://apt.dockerproject.org/repo ubuntu-trusty moin”

| sudo tee /etc/apt/sources.list.d/docker.list

pt . dockerpro ject .orgsrepo ubuntu-trusty
L. dsdocker. list
srepo ubuntu-trusty main

lemofubuntudeno : ™5 >

Step 6 — Next, we issue the apt-get update commoand to update the packages on the

Ubuntu system.
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Step 7 — If you want to verify that the package manager is pointing to the

repository, you can do it by issuing the apt-cache command.

apt-cache policy docker-engine

In the output, you will get the link to https://apt.dockerproject.org/repo/
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Step 8 — Issue the apt-get update command to ensure all the packages on the

system are up to date.
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Step 9 — For Ubuntu Trusty, Wily, and Xenial, we have to install the linux-imoage-
extra-* kernel packages, which allows one to use the aufs storage driver. This driver

is used by the newer versions of Docker.

It can be done by using the following command.

sudo apt-get install linux-image-extra-$(uname -r)

linux-image-extra-virtual

a-3.13.8-105—generic (3.13.0-165.152)
l/postinst . dsapt-auto-renoval 3.13.0-105-generi

C
dsinitranfs-tools 3.13.0-185-generic

initrd. ing-3.13.0-105-generic
1_.:i|l'-.r..|'|.-"|IL|i|th|' notifier 3.13.0-105 |;_|'|'||1'|'i|_

—update-grub 3.13.0-105-generic

initrd image: ~ [ fENETIC
linux image: -~ / i 3.6-1 neric
initrd i i Limg-3.13.0




Step 10 — The final step is to install Docker and we can do this with the following

commond —

sudo apt-get install —y docker-engine

Here, apt-get uses the install option to download the Docker-engine image from the

Docker website and get Docker installed.

The Docker-engine is the official package from the Docker Corporation for Ubuntu-

based systems.

previously unselected package |iberror—-perd.
to unpack .../liberror—perl 0.17-1.1_all.deb ...
liberror-perl (0.17-1.1) ..
previous ly unse lected package git-man.
to unpack ... git-man 9. 1-1ubuntu®.3 all.deb ...
ing git=man (1:1.9.1-1ubuntue.3) ...
previously unselected package git.
to unpack ... git_1x3al.9.1-1lubuntud.3d_andbd.deb ..
git (1:1.9.1-1ubuntud.3) ...
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g cgroup—lite (1.9) ...
trigger: r man—-db (£.6.7.1-Iubuntull
: for ureadahead (0.100.0-16)
Til reprof i on next reboot
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In the next section, we will see how to check for the version of Docker that was

installed.

Docker Version

To see the version of Docker running, you can issue the following command —

Syntax

docker version



Options
e version — It is used to ensure the Docker commaond returns the Docker version

installed.

Return Value

The output will provide the various details of the Docker version installed on the

system.

Example

sudo docker version



Output

When we run the above program, we will get the following result —

Selecting previo ] cted package liberror-perl.
reparing to unp: T perl_0.17-1.1_all.deb
npacking liberror-perl (8.17-1.1)
selecting previously 5 ot kage git-man.

to unpack ... git-me A A-1ubuntud.3_all .deb
g git-man (1 :

J_andbd.deb

Selecting previously unselected pac cgroup-lite.
Preparing to anpack ... cgroup-lite_1 all.deb
Inpacking cgroup=lite (1.9)

: imig 1gge fh.d . l-1ubuntul )

-16]
oot

up
up a
up
startsrunn
up liberror-perl
up git-nan (1:1.9.1-1,
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g 8 [ j trigge for uread 0,100 .0
lenoBubuntudeno :




Docker Info

To see more information on the Docker running on the system, you can issue the

following commond —

Syntax

docker info

Options
e info — It is used to ensure that the Docker commoand returns the detailed

information on the Docker service installed.

Return Value

The output will provide the various details of the Docker installed on the system such

as —

e Number of containers

e Number of images

e The storage driver used by Docker

e The root directory used by Docker

e The execution driver used by Docker
Example

sudo docker info

Output

When we run the above command, we will get the following result —



Backing Filesystem: extfs

£: 0

Dirperml Supported: true

ogging Driver: json-file

Coroup Driver:
[P lugins:

Uolume: local

Metwork: bridge null host overlay

inactive
I orunc

jefault Runtime: runc

Security Optio apparmor
Kernel Uersiom: 4.2.0-£7-generic
Jperating System: Ubuntu 14.04.4 LTS
O5Type: linux

rchitecture: x86 64

CPUs: 1

Total Hemory: 993.1 RiB

ame: ubuntudemo

ID: ECDA:IFRI:ZCOJ :FHXL :APJR:BT6Y : JJ?5 :FUEG : DNPS : FDVE : A0AD : YUB4
Docker Root Dir: svars

egistry:
ARNIHNG :

demoBubuntudemo: ™5




Docker for Windows

Docker has out-of-the-box support for Windows, but you need to have the following

configuration in order to install Docker for Windows.
System Requirements

Windows OS Windows 10 64 bit

Memory 2 GB RAM (recommended)

You can download Docker for Windows from — https://docs.docker.com/docker-for-

windows/

# Get stanied with Docksr x0

“ C @ hitps)/decs.docker.com, docker-for-w 5 r

- Get started with Docker
e for Windows

Walcome 1o Docker for Windows!

Pleasze read through these topics on how 1o get started. To give us
Qg g g

aBTia Tl ard] pith & o ane seeeet b ine s

Docker ToolBox

Docker ToolBox has been designed for older versions of Windows, such as Windows
8.1 and Windows 7. You need to have the following configuration in order to install

Docker for Windows.

System Requirements

Windows OS Windows 7, 8, 8.1


https://docs.docker.com/docker-for-windows/
https://docs.docker.com/docker-for-windows/
https://docs.docker.com/docker-for-windows/

Memory 2 GB RAM (recommended)

Virtualization This should be enabled.

You can download Docker ToolBox from —

https://www.docker.com/products/docker-toolbox



https://www.docker.com/products/docker-toolbox
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Docker - Installation

Let’s go through the installation of each product.

Docker for Windows

Once the installer has been downloaded, double-click it to start the installer and then
follow the steps given below.

Step 1 — Click on the Agreement terms and then the Install button to proceed ahead
with the installation.

ﬁ Docker Setup - x

Please read the Dodker License Agreement

DOCKER FOR WINDOWS 1.12.3 a
END USER LICENSE AGREEMENT

THI5 DOCKER FOR WINDOWS END USER LICEMSE
AGREEMENT (“AGREEMENT™) I5 BY AND BETWEEN
DOCKER, IMC., LOCATED AT 144 TOWHNSEND
STREET, SAN FRAMCISCO, CA 94107 (*DOCKER")
AND YOU OR THE ENTITY ON WHOSE BEHALF YOU
ARE EMTERING INTO THIS AGREEMENT (*YOU™ OR
“CUSTOMER") AND GOVERMS YOUR USE OF

ST A IR T BRI AR P T

[+11 accept the terms in the License Agreement

Print Sack Install Cancel

Step 2 — Once complete, click the Finish button to complete the installation.



ﬂ Docker Setup

Completed the Docker Setup Wizard

Click the Finish button to exit the Setup Wizard,

[ Launch Docker




Docker ToolBox

Once the installer has been downloaded, double-click it to start the installer and then

follow the steps given below.

Step 1 — Click the Next button on the start screen.

E Setup - Docker Toclbox = *

Welcome to the Docker Toolbox
Setup Wizard

This will install Docker Toolbox version 1. 12,3 on your
computer,

It is recommended that you dose all other applications before

Click Next to continue, or Cancel to exit Setup,

[] Help Dodker improve Toolbox.

This collects anonymous data to help us detect installation
problems and improve the overal experience. We only uss it
to apgregate statistics and will never share it with third
partoes.




Step 2 — Keep the default location on the next screen and click the Next button.

E] Setup - Docker Toolbox =3

Select Destination Location
Where should Diocker Toolbox be installed?

Setup will install Docker Toalboo into the following folder.

To continue, dick Mext. If vou would like to select a different folder, dick Browese.
Browse...

B

At least 78.4 MB of free disk space s required.

<o cac




Step 3 — Keep the default components and click the Next button to proceed.

EJ Setup - Docker Toolbox ===

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install, Click Mext when you are ready to continue,

Full nstallation w
Dodker Client for Windows 14.5MB
Dodeer Machine for Windows £2.7 MB

] Docker Compose: for Windows 6.0MB

E] virtualBox 85,1 MB

] vitematic for Windows (Alpha) 139.9 MB

[ Git for windows 30.1M8

Current selection requires at least 339, 3 MB of disk space.

<Back [ Next> | & cCance




Step 4 — Keep the Additional Tasks as they are and then click the Next button.

E Setup - Docker Toolbox =

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform whibe installing Docker
Toolbax, then dick Next.

[+] Create a desktop shortcut

[+] Add dodker binaries to PATH

[+] Upgrade Boot2Dodker M

[] tnstall VirusBox with NDISS driver [default NDISA]

<Back | Mext> || cance




Step 5 — On the final screen, click the Install button.

E Setup - Docker Toolbox —

Ready to Install
Setup is now ready to begin instaling Dodker Toolbox on your computer.

Click Install to continue with the installation, or dick Back If you want to review or
change any settings.

Destination location:
C:'\Program Files\Docker Toolbox

Setup type:
Ful installation

Selected components:
Docker Chent for Windows
Dincker Machine for Windows
Docker Compose for Windows
VirtualBox
Kitematic for Windows (alpha)

<sack [ wstal ] conce




Working with Docker Toolbox

Let’s now look at how Docker Toolbox can be used to work with Docker containers
on Windows. The first step is to launch the Docker Toolbox application for which the
shortcut is created on the desktop when the installation of Docker toolbox is carried

out.

Docker
Cluickstart
Terminal

Next, you will see the configuration being corried out when Docker toolbox is
lounched.

Once done, you will see Docker configured and launched. You will get an interactive
shell for Docker.



To test that Docker runs properly, we con use the Docker run commond to download

and run a simple HelloWorld Docker container.

The working of the Docker run command is given below —

docker run

This commoand is used to run o commoaond in & Docker container.

Syntax

docker run imoge

Options

e Imoage — This is the name of the image which is used to run the container.

Return Value

The output will run the command in the desired container.

Example
sudo docker run hello-world

This commoand will download the hello-world image, if it is not already present, and

run the hello-world as o container.



Output

When we run the above command, we will get the following result —

If you wont to run the Ubuntu OS on Windows, you can download the Ubuntu Image

using the following command —

Docker run —it Ubuntu bash

Here you are telling Docker to run the command in the interactive mode via the —it

option.

In the output you can see that the Ubuntu image is downloaded and run and then you



will be logged in as a root user in the Ubuntu container.



Docker - Hub

Docker Hub is a registry service on the cloud that allows you to download Docker
imoges that are built by other communities. You can also upload your own Docker
built images to Docker hub. In this chapter, we will see how to download oand the use

the Jenkins Docker image from Docker hub.

The official site for Docker hub is — https://www.docker.com/community-edition#/
add_ons

Step 1 — First you need to do o simple sign-up on Docker hub.
= =] Es

@ Docker Fub | Docker =

LOGN  SIGM-UP

DOCKER HUB

Docker Hul 5 a cdowd hosied service o Docker
Bl provides regisdry capabiliies for pubbc and
prvate content

Sign Up Now



https://www.docker.com/community-edition#/add_ons

Step 2 — Once you have signed up, you will be logged into Docker Hub.

Welcome to Docker Hub

Here are a few things to get you started

& - ©

Step 3 — Next, let’s browse and find the Jenkins image.

# litearyeriars - Dockes - X

jenking is now availabie in fhe Docker Stone, fhe now place to discower public Docker confond. Chock it ouf —

G oot~ [ st

shor Descrphon

Step 4 — If you scroll down on the same page, you can see the Docker pullcommand.

This will be used to download the Jenkins image onto the local Ubuntu server.




& ibmrgioniies - Decher - K
- G | & nigeshub docos com e,

Balare y starl o coda, we iseommend destessendg pour plivrs hioggl @ (0Hub seas | sspecaly e mons

ambitious contributions. Ths gavas other contribulons. a chamce to pont you in the night direction, gve you feadback

on your design, and holp you find out if somioone oiso is working on tha sama thing

Documentation

Diocumemiation ke bis imaps 15 stored nthe jenkdinsy dirsclony of e docker- library/docs GilHul rege
Sure 10 lameiares yourssil wilh he sposiony’s README .md 1ia Delora allempling & pull raguest

Diocksr Pull Command

docker pull jenkins

Be




Step 5 — Now, go to the Ubuntu server and run the following commoand —

sudo docker pull jenkins

al?Idef baef [ :
hblH1aB%efTa:
"B A3

complete
complete
complete
complete
complete
complete
complete
lete
lete
lete
lete
lete
lete
lete
lete
lete
lete
FocHdal TL01T AELI P ebPacdBPe0 10594 T 360 EES53BPEILT

To run Jenkins, you need to run the following command —

sudo docker run -p 8080:8080 -p 50000:50000 jenkins

Note the following points about the above sudo commond —

e We are using the sudo command to ensure it runs with root access.

e Here, jenkins is the name of the image we want to download from Docker hub
and install on our Ubuntu machine.

e -p is used to map the port number of the internal Docker image to our main
Ubuntu server so that we can access the container accordingly.



B L L

Jenkins initial setup is required. fin admin user has been created and a password
generated,
lease use the fol lowing password to proceed to installation:

Sabibd 19634390 b4eb T ddBa908eb
hizs may also be found at: svarsjenkins_homessecrets<initialAdminPassword

HHHHHBHEE PSS S RS I HA IS IS RSN BB

SRR P PR e R R ] HAHA R RN AR NN R R R KR

tting agent port for jnlp
agent port for jnlp... done
016 B:16:21 PH hudson.model . UpdateSite updateData
the latest update center data e for UpdateSource defanlt
;1€ PH hudson.model .Uy ipdatelata
for UpdateSource default

Download metadata. 18,218 ms

You will then have Jenkins successfully running as o container on the Ubuntu

machine.



Docker - Images

In Docker, everything is based on Images. An image is o combination of o file

system and parameters. Let’s take an example of the following command in Docker.

docker run hello-world

° The Docker command is specific and tells the Docker program on the
Operating System that something needs to be done.

e The run command is used to mention that we wont to create an instance of an
image, which is then called o container.

e Finally, "hello-world" represents the image from which the container is made.

Now let’s look at how we can use the CentOS image available in Docker Hub to run
CentOS on our Ubuntu machine. We can do this by executing the following

commond on our Ubuntu machine —

sudo docker run centos —it /bin/bash

Note the following points about the above sudo commond —

e We are using the sudo command to ensure that it runs with rootaccess.

e Here, centos is the name of the image we want to download from Docker Hub
and install on our Ubuntu machine.

e —it is used to mention that we want to run in interactive mode.

e /bin/bash is used to run the bash shell once CentOS is up and running.

Displaying Docker Images

To see the list of Docker images on the system, you con issue the following
commoand.

docker images

This command is used to display all the images currently installed on the system.



Syntax

docker images

Options

None

Return Value

The output will provide the list of images on the system.

Example

sudo docker images



Output

When we run the above command, it will produce the following result —

docker images
IMAGE ID CHREATED
latest Tadef Bf fchab 9 days ago

latest 9384 16854867e Z uweeks ago

latest F7cadsSelbche 4 weeks ago

From the above output, you con see that the server has three images:

newcentos, and jenkins. Each image has the following attributes —

e TAG — This is used to logically tag images.

e Image ID — This is used to uniquely identify the image.

e Created — The number of days since the image was created.
®

Virtual Size — The size of the image.

centos,



Downloading Docker Images

Images con be downloaded from Docker Hub using the Docker run command. Let’s

see in detail how we can do this.

Syntax
The following syntox is used to run o command in o Docker container.

docker run imoge

Options

e Image — This is the name of the image which is used to run the container.

Return Value

The output will run the command in the desired container.

Example
sudo docker run centos

This command will download the centos image, if it is not already present, and run

the OS as o container.



Output

When we run the above command, we will get the following result —

denoBubuntuserver:™; sudo docker run centos
nable to Find image 'cewtos:latest' locally

latest: Pulling from centos

: Pull complete
ac: Pull complete

! Pull complete
: Pull lete

dhaESDiﬂﬂﬂffﬂﬂﬁhﬂé&blh?ﬂﬂﬁﬂﬂﬂb- OcBebl 8382191 7ad3 S0decetdd FObbe
: Downloaded newer image for centos:latest

denoBubuntuserver: ™5 _

You will now see the CentOS Docker image downloaded. Now, if we run the Docker

images command to see the list of images on the system, we should be able to see the

centos imoage as well.

run centos
" locally

: Pull complete
: Pull complete
: Pull complete

TAG
latest
latest

demoBubuntuserver: ™5

Removing Docker Images

1382191 7ad 3a 361 I0decebdf MObbd

[HAGE 1D CREATED

99841854867 2 weeks ago

Jfcad>elbcbb 41 weeks ago

The Docker images on the system can be removed via the docker rmicommand. Let’s

look at this command in more detail.

docker rmi

This command is used to remove Docker images.

Syntax

docker rmi ImagelD



Options

e ImagelD — This is the ID of the image which needs to be removed.

Return Value

The output will provide the Image ID of the deleted Image.

Example

sudo docker rmi 7a86f8ffcb25

Here, 7a86f8ffcb25 is the Image ID of the newcentos image.



Output

When we run the above command, it will produce the following result —

udo docker rmi YaBbfBffchZs

e1Zcl11d971a04b1145151b801L2e566beZb594f B c3f Fdcaf 1e

Let’s see some more Docker commands on imoges.



docker images -q

This command is used to return only the Image ID’s of the images.

Syntax

docker imoages

Options

e ( — It tells the Docker command to return the Image ID’s only.

Return Value

The output will show only the Image ID’s of the images on the Docker host.

Example
sudo docker images -q

Output

When we run the above command, it will produce the following result —

denofubuntuserver ™t
99841854867
fcadSel6ebb

&

lemo@ubuntuserver: 5 _

docker inspect

This commond is used see the details of an image or container.

Syntax

docker inspect Repository



Options

e Repository — This is the name of the Image.

Return Value

The output will show detailed information on the Image.

Example

sudo docker inspect jenkins



Output

When we run the above command, it will produce the following result —

2af Ibb5ab lebddf 307hbf 2F dF ad 1bebhs

Jjenkins",
et

nkins_hone": {}

.
"WorkimgDir":




Docker - Containers

Containers are instances of Docker images that can be run using the Docker run
commoand. The basic purpose of Docker is to run containers. Let’s discuss how to

work with containers.

Running a Container

Running of containers is managed with the Docker run command. To run o container

in an interactive mode, first launch the Docker container.

sudo docker run —it centos /bin/bash

Then hit Crtl+p and you will return to your OS shell.

5 sudo docker run =it centos sbin<bash

.

demoBubuntuserver:™

[roote9f £215ed0b0d3 ~ 18

You will then be running in the instance of the CentOS system on the Ubuntu server.

Listing of Containers

One con list all of the containers on the machine via the docker ps commoand. This

command is used to return the currently running containers.

docker ps

Syntax
docker ps



Options
None
Return Value

The output will show the currently running containers.
Example

sudo docker ps

Output

When we run the above command, it will produce the following result —

emoPubuntuserver:™) sudo docker ps

ANTAINER 1D IRAGE CORRAND CREATED

STATUS PORTS NAMES

I 215ed0h6d3 centos: latest "sbinsbash" About a minute ag
Up About a minute cocky_colden

lemoBubuntuserver: ™5

Let’s see some more variations of the docker ps command.

docker ps -a

This command is used to list all of the containers on the system

Syntax

docker ps -a

Options
e —q — It tells the docker ps command to list all of the containers on the system.
Return Value
The output will show all containers.
Example
sudo docker ps -«

Output

When we run the above command, it will produce the following result —



denofubuntuserver: ™) sudo docker ps -a
CONTAINER 1D IHAGE CORRAND CREATED
STATUS PORTS
HAMES
I 215ed0bid3 "#binsbash" 4 ninutes ago
Up 4 minutes
cocky_colden
5a0Z936065a CE latest "shinsbash” 19 minutes ago
d (8] 39 minut

tatic_hodgkin
fl6a jenkins: latest F
wited (0) About an hour ago ©.0.0.0:
j wright
2d jenkins: latest "shins
0.8.0.0: 8680

docker history

With this commoand, you can see all the commands that were run with an image via

o container.

Syntax
docker history ImagelD

Options
e ImagelD — This is the Image ID for which you want to see all the commands

that were run against it.

Return Value

The output will show all the commoands run against that image.

Example

sudo docker history centos

The above command will show all the commands that were run against the centos

image.



Output

When we run the above command, it will produce the following result —

untuserver:”y sudo docker images

ORY TAG INAGE 1D CREATED
VIRTUAL S1ZE
jenkins latest 99841854867 2 uweeks ago

latest Fcaddelbebb 1 weeks ago
5 sudo docker history centos
CREATED CREATED BY
S I2E

Itcadse16chh 1 weeks ago shinssh =c Blnop) CHD [“/binbash"]
e B
05f eB4bl 6d3f 1 weeks ago #binssh -c #(nop) LABEL name=Cent0S H

1 weeks ago > #inop) ADD [ile:54473580acT
196.5 HB
3047 4eb5hd 3 months ago sbinssh -c #(nop) BAINTAINER https:irs
6 B
demoBubuntuserver: ™G _




Docker - Working with Containers

In this chapter, we will explore in detail what we can do with containers.

docker top

With this commoand, you con see the top processes within o container.

Syntax

docker top ContainerID

Options
e ContainerID — This is the Container ID for which you want to see the top

processes.

Return Value

The output will show the top-level processes within o container.
Example

sudo docker top 9f215ed0b0d3

The above command will show the top-level processes within a container.

Output

When we run the above command, it will produce the following result —

enofubuntuserver:™5 sudo docker ps

CONTAINER 1D IHAGE COHRAND CREATED

» TATUS PORTS HANES

If 215ed0bod 3 centos: latest "sbinsbash" 12 minutes ago
Ip 12 minutes cocky_colden

enoBubuntuserver:™5 sudo docker top 9Z215ed0bod3

L

FiD FFID C

ITY TIHE CHD

1606 678 0

pts-0 00 :00:00 shinsbash
enofubuntuserver:™5




docker stop

This command is used to stop « running container.

Syntax

docker stop ContainerID

Options

e ContainerID — This is the Container ID which needs to be stopped.

Return Value

The output will give the ID of the stopped container.
Example
sudo docker stop 9f215ed0b0d3

The above command will stop the Docker container 9f215ed0b0d3.

Output

When we run the above command, it will produce the following result —

demnofubuntuserver:™) sudo docker ps
CONTAINER ID IHAGE COHHAND CREATED
PORTS HARES
centos: latest "sbinsbash" ZZ minutes ago

cocky_colden
docker stop 9fZ15ed@hb0d3

docker rm 9Z215edObid3

docker rm

This command is used to delete o container.

Syntax

docker rm ContainerID

Options



e ContainerID — This is the Container ID which needs to be removed.

Return Value

The output will give the ID of the removed container.
Example
sudo docker rm 9f215ed0b0d3

The above command will remove the Docker container 9f215ed0b0d3.

Output

When we run the above command, it will produce the following result —

demofubuntuserver:™5 sudo docker p=s
C IHAGE COHMAND CREATED
FORTS HARES
centos: latest "shincbash" £ minutes ago
cocky_colden
175 sudo docker stop 97Z215ed0bO43

erver: ™5 sudo docker rm 9 Z215ed0bOd43

docker stats

This commoand is used to provide the statistics of a running container.

Syntax

docker stats ContainerID

Options
° ContainerID — This is the Container ID for which the stats need to be

provided.

Return Value
The output will show the CPU and Memory utilization of the Container.
Example

sudo docker stats 9f215ed0b0d3

The above command will provide CPU and memory utilization of the Container
9f215ed0b0d3.



Output

When we run the above command, it will produce the following result —

CONTA INER CPU » HEM USAGE-LIMIT HEM »
ET 140

07bOb6f 434fe 0.00 416 KiB/1.416 6iB  0.03x
648 B/646 B

docker attach

This command is used to attach to o running container.

Syntax

docker attach ContainerID

Options

e ContainerID — This is the Container ID to which you need to attach.

Return Value

None

Example
sudo docker attach 07b0b6f434fe

The above command will attach to the Docker container 07b0b6f434fe.



Output

When we run the above command, it will produce the following result —

CIMMAND CREATED

3 mimutes ago
pare
f434f e

Once you have attached to the Docker container, you can run the above command to

see the process utilization in that Docker container.

top - 15:24:06 up 2Z2:86, O users, load average: 0.0, 0.01, 0.02
2 total, 1 runming, 1 sleeping, st : g zombie
0.0 us, 0.3 =y, 0.0 ni, 99.7 id, 0.0 wa, ©.0 hi, 0.0 =i, 0.
1484856 total, 1957152 free, 52368 uszed, 3?9336 buff-cach
151912 total., 1519612 fFree, D uzed. 1403868 avail Aem

PID USER HI UIRT RE=S SHE 5 =CPU »MEH TIME+ COMMAND
1 root o 11784 il = o4 2t 5 9.9 0.2 :
15 root ] 51864 2 3272 R 0.0 0.3




docker pause

This command is used to pause the processes in o running container.

Syntax

docker pause ContainerID

Options
e ContainerID — This is the Container ID to which you need to pause the

processes in the container.

Return Value

The ContainerID of the paused container.

Example
sudo docker pause 07b0b6f434fe

The above command will pause the processes in a running container 07b0b6f434fe.



Output

When we run the above command, it will produce the following result —

ord for demo:
ID IMAGE
: FORT:
B7hobof 434f e centos: latest
Ip 18 minutes (=
enoBubuntuserver 1”5 sudo docker pause 07hOLLI4340e

D7PhObGT 4341 e

emoBubuntuserver:™5 sudo docker ps

CONTAINER 1D IHAGE COMAARD

3 HARES

b '
cocky_pare

CREATED

18 minutes ago

CREATED

19 minutes ago




docker unpause

This command is used to unpoause the processes in o running container.

Syntax

docker unpause ContainerID

Options

e ContainerID — This is the Container ID to which you need to unpause the

processes in the container.

Return Value

The ContainerID of the running container.

Example
sudo docker unpause 07b0b6f434fe

The obove command will unpause the
07b0b6f434fe

processes in o running contoiner:



Output

When we run the above command, it will produce the following result —

leno@ubuntuserver:™5 sudo docker unpause 07bObbf434fe

J7bOb6f434f e
e

enofubuntuserver:™5




docker kill

This command is used to kill the processes in a running container.

Syntax
docker kill ContainerID

Options
e ContainerID — This is the Container ID to which you need to kill the processes

in the container.

Return Value

The ContainerID of the running container.

Example
sudo docker kill 07b0Ob6f434fe

The above commoand will kill the processes in the running container 07b0b6f434fe.



Output

When we run the above command, it will produce the following result —

demoBubuntuserver:™5 sudo docker ps
IMAGE COHMMAND CREATED
PORTS NAMES
centoz:latest "sbinsbash" 23 minutes ago
cocky_pare
server:™5 sudo docker kill 07bOb6F434fe

B hObbE 434f e
denoBubuntuserver: ™5

i




Docker — Container Lifecycle

The following illustration explains the entire lifecycle of a Docker container.

UnPause
¥
Restart

Pause

Stop ®ill

e Initially, the Docker container will be in the created state.

e Then the Docker container goes into the running state when the Docker run
commoand is used.

e The Docker kill command is used to kill an existing Docker container.

e The Docker pause command is used to pause an existing Docker container.

e The Docker stop command is used to pause an existing Docker container.

e The Docker run command is used to put o container back from o stopped

state to o running state.

Docker - A rchitecture

The following imoage shows the standard ond traditional architecture of

virtualization.



Guest 05 Guest OS5

Hypervisor

Host 05

Server

e The server is the physical server that is used to host multiple virtual machines.
e The Host OS is the base machine such as Linux or Windows.

e The Hypervisor is either VMWare or Windows Hyper V that is used to host
virtual machines.

e You would then install multiple operating systems as virtual machines on top
of the existing hypervisor as Guest OS.

e You would then host your applications on top of eaxch Guest OS.

The following image shows the new generation of virtualization that is enabled via

Dockers. Let’s have a look at the various layers.

App

Docker Engine

Host 0§

Server

e The server is the physical server that is used to host multiple virtual machines.

So this layer remains the same.



e The Host OS is the base machine such as Linux or Windows. So this layer

remains the same.
e Now comes the new generation which is the Docker engine. This is used to

run the operating system which earlier used to be virtual machines as Docker

containers.
e All of the Apps now run as Docker containers.

The clear advontage in this architecture is that you don’t need to have extra

hardware for Guest OS. Everything works as Docker containers.



Docker - Container and Hosts

The good thing about the Docker engine is that it is designed to work on various
operating systems. We have already seen the installation on Windows and seen all
the Docker commoands on Linux systems. Now let’s see the various Docker
commonds on the Windows OS.

Docker Images

Let’s run the Docker images command on the Windows host.

MINGWE W s SEIERT

From here, we can see that we have two images — ubuntu and hello-world.

Running a Container

Now let’s run o container in the Windows Docker host.



We can see that by running the container, we can now run the Ubuntu container on o
Windows host.

Listing All Containers

Let’s list all the containers on the Windows host.

Stopping a Container

Let’s now stop o running container on the Windows host.

So you can see that the Docker engine is pretty consistent when it comes to different

Docker hosts and it works on Windows in the same way it works on Linux.



Docker - Configuring

In this chapter, we will look at the different options to configure Docker.

service docker stop

This command is used to stop the Docker daemon process.

Syntax

service docker stop

Options
None

Return Value

A message showing that the Docker process has stopped.
Example
sudo service docker stop

Output

When we run the above command, it will produce the following result —

demoPubuntuserver:™5 sudo service docker stop
[sudo] password for deno:

ocker stop-swalting
lenoFubuntuserver:™ 95

service docker start

This command is used to start the Docker daemon process.

Synax

service docker stort



Options

None

Return Value

A message showing that the Docker process has started.

Example

sudo service docker start

Output

When we run the above command, it will produce the following result —

demoPubuntuserver: ™5 sudo service docker stop
[sudol password for deno:
locker stopruwaiting

enoPubuntuserver:™5 sudo service docker start

dlocker start-running, process 1942
demo@ubuntuserver:™5 —

Docker - Containers and Shells

By default, when you launch o container, you will also use a shell commandwhile

lounching the container as shown below. This is what we have seen in the earlier

chapters when we were working with containers.

demoPubuntuserver: 9 sudo docker run -1t centos sbinsbash
18 demolabuntuserover "f:i

demoBubuntuzerver iS5 sudo docker ps
COMTAIMER 1D IRAGE CORRAND CREATED

STATUS FORTS MA »

d 7Hd el boedc centos : latest "k bash" 7 seconds ago
||l b seconds hior i|'||_| o ldst ine
lemoBubuntuserver: ™5

In the above screenshot, you con observe that we have issued the following

commond —



sudo docker run —it centos /bin/bash

We used this commond to create o new container ond then used the Ctrl+P+Q
commoand to exit out of the container. It ensures that the container still exists even

after we exit from the container.

We con verify that the container still exists with the Docker ps commond. If we had

to exit out of the container directly, then the container itself would be destroyed.

Now there is an easier way to attach to containers and exit them cleanly without the
need of destroying them. One way of achieving this is by using the nsenter

commond.

Before we run the nsenter command, you need to first install the nsenterimage. It can

be done by using the following commond —

docker run --rm -v /usr/local/bin:/target jpetazzo/nsenter

Full complete
Full complete
Full complete
Full complete
Full complete
Full complete
Full complete
Full complete
Full complete
Full complete

conp lete

conp lete
conp lete
Full complete
Full complete

b: Iba 565 aa9chYOLT 1 IZTN B95abe B4 DA B
itatus: Downloaded newer e for jpete enter: latest
Inztalling nzenter to Atarget
Installing docker-enter to starget
Installing lnu-;lrr.rlf'nl.l to starget
demofubuntudemo: ™5
demoBubuntudemo: ™5

Before we use the nsenter commond, we need to get the Process ID of the container,
because this is required by the nsenter commoand. We can get the Process ID via the

Docker inspect command and filtering it via the Pid.



root#ubuntudeno:” # sudo docker ps

CONTATNER 1D IHAGE COnMAND CREATED
STATUS PORTS HANES

- 4Zadc5eb63 centos: latest "sbinsbash" Z minites ago
Ip £ minutes stoic_banach

oot@ubuntudeno :"# sudo docker inspect ef4ZadcS5ebb3 | grep Pid
Mode': "
“: 2978,

root@ubuntudeno: ™8 _

As seen in the above screenshot, we have first used the docker ps command to see the
running containers. We can see that there is one running container with the ID of
efd2a4c5e663.

We then use the Docker inspect commond to inspect the configuration of this
container ond then use the grep command to just filter the Process ID. And from the

output, we can see that the Process ID is 2978.

Now that we have the process ID, we con proceed forward and use the nsenter

commoand to attach to the Docker container.



nsenter

This method allows one to attach to o container without exiting the container.

Syntax

nsenter —-m —u —n —p —i —t containerID commond

Options

-u is used to mention the Uts namespace

-m is used to mention the mount nomespoace

-n is used to mention the network namespace

-p is used to mention the process namespace

-i s to make the container run in interactive mode.

-t is used to connect the I/O streams of the container to the host OS.
containerID — This is the ID of the container.

Commoand — This is the command to run within the container.

Return Value

None

Example
sudo nsenter -m —u —n —p —i —t 2978 /bin/bash

Output

cotPubuntudeno sudo nsenter —-a —u -n —-p -1 -t 2370 sbincbash
vash-4.28 exit

=it

ootPubuntudemo: ™ sudo docker ps

COMTAIMER 1D IMAGE COMHAND CREATED

PORTS MAMES
yebibd centos : latest “shinsbash” 9 ninutes
Jp 9 minutes stoic_banach
ootPubuntudemo: ™8 _




From the output, we can observe the following points —

e The prompt changes to the bash shell directly when we issue the nsenter
commoand.

e We then issue the exit command. Now normally if you did not use the nsenter
commond, the container would be destroyed. But you would notice that when we

run the nsenter command, the container is still up and running.



Docker - File

In the earlier chapters, we have seen the various Image files such as Centos which
get downloaded from Docker hub from which you con spin up containers. An

example is again shown below.

IMAGE 1D CREATED

VIRTUAL S1ZE

entos ates TcadSe16chb 4 weeks ago

196.5 NB

jpetazzosmsenter ates aZ49¢ct 324221 4 months ago
0.9 NB

rootBubuntudeno:™8 _

If we use the Docker images command, we can see the existing images in our
system. From the above screenshot, we can see that there are two images: centos and

nsenter.

But Docker also gives you the capability to create your own Docker images, and it
can be done with the help of Docker Files. A Docker File is o simple text file with

instructions on how to build your images.

The following steps explain how you should go about creating o Docker File.



Step 1 — Create o file called Docker File and edit it using vim. Please note that the

name of the file has to be "Dockerfile” with "D" as capital.

rootFubuntudemno: # sudo vim Dockert ile

Step 2 — Build your Docker File using the following instructions.

#This is o sample Imoage
FROM ubuntu
MAINTAINER demousr@gmail.com

RUN apt-get update
RUN oapt-get install —y nginx
CMD [“echo”,”Image created”]

The following points need to be noted about the above file —

e  The first line "#This is a somple Image" is a comment. You con odd
comments to the Docker File with the help of the # command

e The next line has to start with the FROM keyword. It tells docker, from which
base image you want to base your image from. In our example, we are creating
an image from the ubuntu image.

e The next command is the person who is going to maintain this imoage. Here
you specify the MAINTAINER keyword and just mention the email ID.

e The RUN command is used to run instructions against the image. In our case,
we first update our Ubuntu system ond then install the nginx server on our
ubuntu image.

e The last command is used to display a message to the user.

Step 3 — Save the file. In the next chapter, we will discuss how to build the image.



1 = d "nlml.l = r"ll.ll_“f
"ROM uwbuntu

AINTAINER demousrfgmail .com
UN apt-get update

UN apt-get install -y nginx
HD [ ' 1




Docker - Building Files

We created our Docker File in the last chapter. It’s now time to build the Docker

File. The Docker File can be built with the following commond —

docker build

Let’s learn more about this commaond.

docker build

This method allows the users to build their own Docker images.

Syntax

docker build -t ImageNoame:TagNome dir

Options
-t — is to mention o tag to the image

ImageName — This is the name you want to give to your image.
TagName — This is the tag you wont to give to your imoage.

Dir — The directory where the Docker File is present.

Return Value

None
Example
sudo docker build -t myimage:0.1

Here, myimage is the noame we are giving to the Image and 0.1 is the tag number we

are giving to our imaoge.

Since the Docker File is in the present working directory, we used "." at the end of the



command to signify the present working directory.

Output

From the output, you will first see that the Ubuntu Image will be downloaded from

Docker Hub, because there is no image available locally on the machine.

: # sudo docker b ( my Image - .
sending build context to Docker daemon 11.78 kB
semding build context to Docker daemon
Step 0 : FROM wbuntu

latest: Pulling from ubuntu

1433028599 [.luunlu.ulinq 2.535 MB-S56.1 NB

J: Download complete
becalB844f 775 Download complete
e 7119791 _MP.J‘. Download complete

"4 : Dowunload complete
10343 :Hh‘lln'". Download complete

Finally, when the build is complete, all the necessary commoands would have run on

the image.

deboonf © unable to initialize frontend: Readline
deboonf @ (Can't | . e feadline.pa in @IN |I]l|II. nay m*r*ﬁ to install the T

[ /FrontEnd-Readline.pn | inr 7.

debconf @ falling back to fror

petting up ngin-core (1.10.€

invoke-rc.d: could not determin irrent runlevel
invoke-rc.d: policy-rc.d denied ution of start.

petting up ngime (1.10.0-0ubuntul .14} ...
i s for libc-bin (2 Oubuntud)
> (1. 26vmmudubuntul) ...
qubuntul?) .

Remow i ng l1|lr ediate container elb3d6?(bE76
: CHD echo ]nm_||~ cre

lliLLL....[“l.l.l.l built 8f/'eb40e40/
ootPibintidens: ™8

You will then see the successfully built message and the ID of the new Image. When

you run the Docker images commoand, you would then be able to see your new

image.



sudo docker inages

This IMAGE 1D CREATED
0.1 B Yeb4be407c About a minute ago

latest 1034 358b31a9 b days ago

centos latest 97cadSelbebb 4 weeks ago
196.5 HBE
jpetazzosnsenter latest aZt9clf 324221 4 months ago
378.9 MB

ootfubuntudeno: ™8

You can now build containers from your new Imaoge.

Docker - Public Repositories

Public repositories can be used to host Docker images which can be used by
everyone else. An example is the images which are available in Docker Hub. Most
of the images such as Centos, Ubuntu, and Jenkins are all publicly available for all.
We can also make our images available by publishing it to the public repository on
Docker Hub.

For our example, we will use the myimage repository built in the "Building Docker
Files" chapter and upload that image to Docker Hub. Let’s first review the images on

our Docker host to see what we can push to the Docker registry.

*MD: ) sSudo docker images
TAG IRAGE 1D CREATED

6.1 7738aabe1b3b 9 minutes ago

B/SI15M04429 Z days ago

0%
191.8 HB
buntu latest 104bec3ibed 2 days ago
129 HE
demoBubuntudeno: ™5 B

Here, we have our myimage:0.1 image which was created as o part of the “Building

Docker Files” chapter. Let’s use this to upload to the Docker public repository.
The following steps explain how you can upload an image to public repository.

Step 1 — Log into Docker Hub and create your repository. This is the repository

where your image will be stored. Go to https://hub.docker.com/and log in with your



https://hub.docker.com/

credentials.

Welcome to Docker Hub

Hara ane & fow things 1o pat you siarod




Step 2 — Click the button "Create Repository” on the above screen and create o
repository with the name demorep. Make sure that the visibility of the repository is

public.

Once the repository is created, make o note of the pull command which is attached to

the repository.

The pull command which will be used in our repository is as follows —

docker pull demousr/demorep

Step 3 — Now go back to the Docker Host. Here we need to tag our myimoageto the

new repository created in Docker Hub. We can do this via the Docker tag command.



We will learn more about this tag command later in this chapter.



Step 4 — Issue the Docker login command to login into the Docker Hub repository
from the commoand prompt. The Docker login command will prompt you for the

username ond password to the Docker Hub repository.

enpBubuntudeno: ™5 sudo docker login

ofin with your Docker ID to push and pull images from Docker Hub. If you don’t
wve a Docker ID, head over to https:s<hub.docker.com to create one.

sernanc: demousr

Step 5 — Once the image has been tagged, it’s now time to push the image to the
Docker Hub repository. We con do this via the Docker push commond. We will learn

more about this command later in this chapter.



docker tag

This method allows one to tag an image to the relevant repository.

Syntax

docker tag imagelD Repositoryname

Options
e imagelD — This is the ImageID which needs to be tagged to the repository.

e Repositoryname — This is the repository name to which the ImagelD needs to
be tagged to.

Return Value
None
Example

sudo docker tag ab0Oc1d3744dd demousr/demorep:1.0

Output

A sample output of the above example is given below.

denoBubuntudeno ™5 sudo docker images
REFLES I TORY TAG IHRAGE 1D CREATED

8.1 abic1d3 44dd b minutes ago
latest 675915704429 2 days ago

91.8 NB
ibumtu latest 104bec 31 1bed £ days ago

iemofubuntudeno : =5 sudo docker tag abOcild3P44dd demousr demorep:1.0
denoPubuntudens : =5

docker push

This method allows one to push images to the Docker Hub.

Syntax

docker push Repositoryname



Options

e Repositoryname — This is the repository name which needs to be pushed to
the Docker Hub.

Return Value

The long ID of the repository pushed to Docker Hub.
Example

sudo docker push demousr/demorep:1.0

Output

demofubuntudeno: ™5 sudo docker push demousrsdemorep:1.0

: sha2%6 : 1bcdae3a92 702957981 02cdZB7bI 195605060 9 ac0BdB2eb3d 111 Ja22d4
Bd4Z size: 1781
demoBubuntudena : =5

If you go back to the Docker Hub page and go to your repository, you will see the

tag nome in the repository.

L = T ik iy
* lmshboard  Frplors  Crganizations

Now let’s try to pull the repository we uploaded onto our Docker host. Let’s first
delete the images, myimage:0.1 and demousr/demorep:1.0, from the local Docker

host. Let’s use the Docker pull commond to pull the repository from the Docker Hub.



lemobubuntudenn ™5 =udo docker inages
TAG IMAGE 1D CREATED

latest LF591578dd29 Z days ago
latest 1bec31ibed 2 days ago

demofubuntudeno: ™5 sudo docker pull demousr-demorep:1.0
1.8: Pull illqz from |_1|!-F.||_'|I_I'_-:|'.-'||i_'ﬂ!_||'-|'_-|_'|

: flready exi

a9SPoaf 02 IThI1956cSabel 9 actBd82ebId 11F Ja 22448442
i newer image for rlr:rﬂnu'.:r..-di'n-:lr'rrp 1.8
d e=moEu buntudemo '_:

From the above screenshot, you can see that the Docker pull command has taken our

new repository from the Docker Hub and placed it on our machine.



Docker - Managing Ports

In Docker, the containers themselves con have applications running on ports. When
you run o container, if you want to access the application in the container via o port
number, you need to map the port number of the container to the port number of the

Docker host. Let’s look at an example of how this can be achieved.

In our example, we are going to download the Jenkins container from Docker Hub.
We are then going to map the Jenkins port number to the port number on the Docker

host.

Step 1 — First, you need to do o simple sign-up on Docker Hub.

v Docker Fub | Docker »

LOGAN  SIGN-UP

DOCKER HUB

Docker Hub & & chowd hasted servioe Imm Docker
hal provides registry capabeiilies for pubhc and

prevdale conbent




Step 2 — Once you have signed up, you will be logged into Docker Hub.

Welcome to Docker Hub

lara are & fow things to get you stariad

= - @

Jenking is now avadobie in e Docker Shong, he o paon o dscower pubic Docker conientl. Chec i oul —

Q, Search ot . nebig b mynbaey




Step 4 — If you scroll down on the same page, you can see the Docker pullcommand.

This will be used to download the Jenkins Image onto the local Ubuntu server.

W ey e - Dparhe "

ambiticats contritutions. This gives ofer contribuiors & chance to point you in th mght direction, gh you foedback

README . md wisfiaid Attempting & pull régues




Step 5 — Now go to the Ubuntu server and run the commaond —

sudo docker pull jenkins

conaplete
conp lete
comp lete
comp lete
|'|:r|'|1]|'|:r=
comp lete
conaplete
conp lete
comp lete
comp lete
comp lete
conp lete
comp lete
conp lete
comp lete
conp lete
comp lete
conp lete
comp lete
conp lete
comp lete
|_'|_'ar|l_|]|_:r,r_-.
comp lete
conp lete
comp lete
conp lete
"Be0ShE M6cI0al 2811 ABSI TebBac2B9=01 78591 I I6bhhBSeSIL?EIGI 1 bec
neueT in.1r_[|1 for __il:nki.n.:-::'I._'|lr_'.'-:t

enofubuntuserver: o

Step 6 — To understand what ports are exposed by the container, you should use the

Docker inspect command to inspect the image.

Let’s now learn more about this inspect command.



docker inspect

This method allows one to return low-level information on the container or image.

Syntax

docker inspect Container/Image

Options

e Container/Image — The container or image to inspect

Return Value

The low-level information of the image or container in JSON format.

Example
sudo docker inspect jenkins

Output

"I47: TshalSh:f PAMOES 1574309 cd T c2 %0241 44284754 24 36cBebf a1 10044540 b

”I':r-p-:'l'mf'-' e |
"jenkins: latest”
1.
"Repoligests™:
" jenk i ne@zhalbh (Bd 3%03eleP?F 415F 1F F6980F Ihda?f ThIe 7 hd9268494b37 744
haPed0hdahb”
1.
“Parent™: ",
"Comment": ",
“Created": “2016-12-01T20:17:2:
"Container": "34804931e11a954004E Bi631 124498 F A 30 F F [ 160f bdearBDTa 323

"TT1|”: falze,
"DpenStdin’: false,




The output of the inspect commoand gives o JSON output. If we observe the output,
we con see that there is o section of "ExposedPorts" and see that there are two ports
mentioned. One is the data port of 8080 and the other is the control port of 50000.

To run Jenkins and map the ports, you need to change the Docker runcommand and
add the ‘p’ option which specifies the port mapping. So, you need to run the

following commond —

sudo docker run -p 8080:8080 -p 50000:50000 jenkins

The left-hand side of the port number mapping is the Docker host port to map to and

the right-hand side is the Docker container port number.

When you open the browser and navigate to the Docker host on port 8080, you will

see Jenkins up and running.

Getting Started

Unlock Jenkins

ecuraly se y the administrator, a passwo




Docker - Private Registries

You might have the need to have your own private repositories. You may not wont
to host the repositories on Docker Hub. For this, there is a repository container itself

from Docker. Let’s see how we can download and use the container for registry.

Step 1 — Use the Docker run commond to download the private registry. This can be

done using the following command.

sudo docker run —d —p 5000:5000 —name registry registry:2

The following points need to be noted about the above commond —

e Registry is the container managed by Docker which con be used to host
private repositories.

e  The port number exposed by the container is 5000. Hence with the —p
commond, we are mapping the same port number to the 5000 port number on our
localhost.

e We are just tagging the registry container as “2”, to differentiate it on the
Docker host.

e The —d option is used to run the container in detached mode. This is so that

the container can run in the background
lemofubuntudeno ™5 sudo docker run -d -p 5000 5000 name reqgistry registry:2
nable to Find 'Ehulgr..' ' e ist ry 12" local ]l]
Z: Fulling from library-sreqistry

= H |"l|:|-|:.n'||_| =X
b Already o

T o in.n_“' For r'|'|_|i-..t1'|l:.-"'
BETIMITab6a YT cITbtacBBIcBr 921 f e392cdl ab4 14068

Step 2 — Let’s do o docker ps to see that the registry container is indeed running.



demoEubuntudemso eudo docker run -d p S0 0006 TARE e i =_-.T_1"|.4 el is try:2
Inable to Find image 'regi J: locally
t Pull |'|||| from librarysregist ry

: ﬁ||'r'.-|-:it_| [

4ealddc™ il 142¢3 17430644 706 1 9af Yebebe5301 78
= for reg H
M eITvdacBBIcBr 92T Ted2cd M aB4 14068
A emoiu bunt udem :
CONTAINER 1D AGE CORAAHD CREATED
] HiAH
‘entrypoint setos fibout a minute

We have now confirmed that the registry container is indeed running.



Step 3 — Now let’s tag one of our existing images so that we can push it to our local
repository. In our example, since we have the centos image available locally, we are

going to tag it to our private repository and add o tag noame of centos.

sudo docker tag 67591570dd29 localhost:5000/centos

The following points need to be noted about the above command —

e 67591570dd29 refers to the Image ID for the centos image.
e localhost:5000 is the location of our private repository.

e We are tagging the repository nome as centos in our private repository.

lemo@ubuntudemo : ™5 sudo docker images
ThHiG INAGE ID CREATED

1.8 abic 14374444 Z4 hours ago
ETSI157TeddE9 I days ago

frofeasier sy £ weeks ago

lemo@ubuntudenos - ~5
lemo@ubuntudeno : “%5




Step 4 — Now let’s use the Docker push command to push the repository to our
private repository.

sudo docker push localhost:5000/centos

Here, we ore pushing the centos imoage to the private repository hosted at
localhost:5000.

demofubuntudeno : ™5 sudo docker inages
REFS 1 TORY TG IRAGE 1D CREATED
S IZE
:rsdemnorep 1.8 abBcld i/ 44dd <4 hours ago
HB
- 5 6P5915M04429 3 days ago
191.8 HB
jenkins [rorogslersy & weeks ago
714.1 HB
e istry il cObd 194 b B weeks ago
33.3 NB
demoiubuntudeno : =5 do docker tag BYSE ] localhost 5000 centos

*F0 'y r'|r'r|1r| :""- (il '|I.r_'r' pll'-.]
repository [loc:

= '.'-i'..'::
denoBubuntudemn > ™5




Step 5 — Now let’s delete the local images we have for centos using the docker rmi
commonds. We can then download the required centos image from our private
repository.

sudo docker rmi centos:latest
sudo docker rmi 67591570dd29

o dicker iRages

TG IRAGE 1D

ablc1d 374444

Entos B¥HI15addS3
191 .8 NB

loca | st SR centos aties BTS9157addZ9

191 .8 HB

Fr6foES1ef Sy
cIbd 13A0ZETN B

centos : latest

Step 6 — Now that we don’t have any centos images on our local machine, we con
now use the following Docker pull command to pull the centos image from our

private repository.

sudo docker pull localhost:5000/centos

Here, we are pulling the centos image to the private repository hosted at
localhost:5000.

demofubuntudenn:™5 sudo docker pull localhost (5000/centos
Ising default tag: latest
latest: Fulling from centos

156266457360 Pull complete
st: shaZhb fal N7 aacedl VIcHad0cd T 493cBedV T hee 7T 001 PHO0LI 19c6B0C3079
newer image for localhost 58 entos: latest
lemofubuntudeno: ™5 sudo docker images
HEFOS | TORY Thls IMAGE 1D CREATED

1.0 abbdc1d3P44d44 24 hours ago

3 NB
st ;5000 -centos latest 675915784429

HE

latest frof0851ef57?
g1
reqistry i cIbd 194022 b B weeks ago
13.3 HB
demofubuntudeno: =5

If you now see the images on your system, you will see the centos image as well.



Docker - Building a Web Server
Docker File

We have already learnt how to use Docker File to build our own custom images.
Now let’s see how we can build a web server image which can be used to build

containers.

In our example, we are going to use the Apache Web Server on Ubuntu to build our

image. Let’s follow the steps given below, to build our web server Docker file.

Step 1 — The first step is to build our Docker File. Let’s use vim and create a Docker

File with the following information.

FROM ubuntu

RUN apt-get update

RUN oapt-get install —y apache2

RUN opt-get install —y apache2-utils

RUN oapt-get clean

EXPOSE 80 CMD [“apache2ct]”, “-D”, “FOREGROUND”]

The following points need to be noted about the above statements —

e We are first creating our image to be from the Ubuntu base image.

e Next, we are going to use the RUN commoand to update all the packages on
the Ubuntu system.

e Next, we use the RUN command to install apache2 on our image.

e Next, we use the RUN commond to install the necessary utility apache2
packages on our imoge.

e Next, we use the RUN command to clean any unnecessary files from the
system.

e The EXPOSE command is used to expose port 80 of Apache in the container
to the Docker host.



e Finally, the CMD command is used to run apache? in the background.

FHROA wbumtw
AITNTAINER demousr@Ggmail (com
apt—get update
apt—get install y apaches
UM apt—get =t -y apacheZ—-utils

N apt—get
EXPOSE 80
D JrapacheZctl1™,. ""—-D*" . "“"FOREGRODUND"|J

Now that the file details have been entered, just save the file.

Step 2 — Run the Docker build command to build the Docker file. It can be done
using the following command —

sudo docker build —t="mywebserver”

We are tagging our imoage as mywebserver. Once the image is built, you will get a

successful message that the file has been built.

||nl baze H Zb+nnudubuntul)

lemoving intermediate container a34fbed4Schio
Step 5 @ RN apt-get install -y apacheZ-utils
» Bunning in 3924h3Z2e7ZcC
iead ing package lists...
juilding dependency tree...
iead ing state information...
apacheZ-utils is already the newest version (2.4.18-Zubuntud.1).
et to manually installed.
; 0 newly installed, © to remove and 4 not upgraded.
—==3% 9ddc59d1764b
Removing intermediate container 3924b32e7Zct
: RN apt-get clean
> Bunning in cbh?3b67cH109
> 4al3c4c3bes?
iemoving intermediate container ch?3bhb7cB1069
Step 7 : EXPOSE 80
> Bunning in B52457Z2Zbed3
» eddZebOf cH?d
Removing intermediate container B52457ZZ2bedd
: CHD apachedct]l -D FOREGROLUND
wmming in 494343777991
scatl34b8dg?y
oving Intermediate contalner 92434370 7200
wccessful ly built 5ScaBl31bB8487

-

demoBubuntudemo ™5

Step 3 — Now that the web server file has been built, it’s now time to create o

container from the image. We con do this with the Docker run command.

sudo docker run —d —p 80:80 mywebserver



demoRPubuntudeno: ™5 sudo docker images
REFPIS I TORY TaG INAGE 1D CREATED

5 1ZE

uehserver latest Scabl34bBda? 4 minutes ago
267 .6 HB

lemousr/demorep 1.0 abBc1d3v44dd Zb hours ago
Z25.3 HB

thuntu atest 104hec311bed 3 days ago

129 HB
jenkins atest frofoas1efs? Z weeks ago

2 cObd 1940221 ¢ ] weeks ago
hmrl’illhuuillll no:" 9 ..||rI|| locker run =d =p B0:80 mywebserver

J07deTS657Z3 1900 ebII66T 15adeSc 120c0675a
'IHm:tlillrrll nt ||-1n*n| :"%

The following points need to be noted about the above commond —

e The port number exposed by the container is 80. Hence with the —-pcommand,
we are mopping the same port number to the 80 port number on our localhost.
e The —d option is used to run the container in detached mode. This is so that

the container con run in the background.

If you go to port 80 of the Docker host in your web browser, you will now see that

Apache is up and running.

@ Apache2 Ubuntu Default Page

This is the default welcams pags used to test the carrect aperation of the Apachs? sarver after
irstallation on Whunlu systems. It s bosed on the eguevalent page on Debis "l T wihk I the Ubunlu

I you Can read thes page; i means that the -'-'_p.u.'l--ll Lerves inslalled
&h In-nln-:rlhi-\ file cabEd AF Jvar S ol i ]

Apact 2
AR Thas L WOrKIng pr

E g web g2 and donT know what this page is about, this probably means
Fhar the sif= i curmently unavailable dues o 1hl'—l'| e .""-— an |-"1'd-'-|-lll'|--.--- orEact the

Ubuniu's Apache? dafault ||||| i is different from the upstraam def; figuration, and splis
e several ks gplimized for ekeig ||'\r\'. Jbwrity tools. The genlig b system s fully

dl.'rl.l.ll'lrtlll:i:d 11 Ftri-r.l's-lban..-"d:}ﬁIamﬁrl}tEJHLﬁlmL Dhz i, qz -! § o this for the full
OCLIMERTATGR, Document atean ke the wah saper itsalf can be found by accetding the manisal if the
ached -doc package was installsd an thie saresr

The configuration layout for an Apache2 web server installaticn on puntu systems 5 as follows

el apached




Docker - Instruction Commands

Docker has a host of instruction commands. These are commands that are put in the

Docker File. Let’s look at the ones which are available.

CMD Instruction

This command is used to execute o« commond ot runtime when the container is

executed.

Syntax

CMD command parom1

Options
e commoand — This is the command to run when the container is loaunched.

e paraml — This is the parameter entered to the command.

Return Value

The command will execute accordingly.



Example

In our example, we will enter a simple Hello World echo in our Docker File and

create an image and launch a container from it.

Step 1 — Build the Docker File with the following commands —

FROM ubuntu
MAINTAINER demousr@gmail.com
CMD [“echo” , “hello world”]

Here, the CMD is just used to print hello world.

‘RO ubuntu
AINTAINER demousr@gmail.comn

CMD [“echo”, "hello world"']l

Step 2 — Build the image using the Docker build command.

demoFubuntudemo : ™5 sudo docker build —-t="nynewdeno’
Sending build context to Docker daemon 21.5 kB
Step 1 @ FROM ubuwntu

» 104beci1ibod
Step £ ! MAINTAINER demousr@gmail .com

> Using cache

> 429196/ 3174
step 3 CHD echo hello world

lemn@Pubintudeno : ™5

Step 3 — Run o container from the image.

lemoPubuntudemo : 5 sudo docker run mynewdemno

i 1d

P

lemoPubuntudemo : ™5



ENTRYPOINT

This commoand con also be used to execute commands at runtime for the container.
But we can be more flexible with the ENTRYPOINT command.

Syntax
ENTRYPOINT commond param1

Options
e commoand — This is the commaond to run when the container is lounched.

e paraml — This is the parameter entered into the command.

Return Value

The command will execute accordingly.

Example

Let’s take o look at an example to understoand more about ENTRYPOINT. In our
example, we will enter a simple echo command in our Docker File and create an

image and lounch o container from it.



Step 1 — Build the Docker File with the following commands —

FROM ubuntu
MAINTAINER demousr@gmail.com
ENTRYPOINT [“echo”]

[FROA whuntw
AINTAINER demousr@gmail .com

“NTRYPOINT ['echo”

Step 2 — Build the image using the Docker build command.

demoPubuntudemo: ™5 sudo docker build -t="entrydenc™
Sending build context to Docker daemon £2.53 KB
step 1 FROA ubuntu

» 104bec3libcd

.|a1
EMTRYPOINT echo
> Bunming in 4a06dab685d12
bhiel Sabcd
g intermediate container 4a0bdabiSd1ls
successfully built cZobiefl SaBc
demoBubuntudeno: =5

9 sudo docker build -t="entrydenc’
£2.597 kB
: FRUR ubuntu
*» 104bec3i1ibcd
: BAINTAINER demouszsr@gmail .com
l]"inq carche
» 429c 19673174
step 3 ¢ ENTRYPOINT echo
> Bunming in 4a0bdabiSdlZ
HefSabBc3
nterned iate container 4abdbdabB5Sd 12
bilel Sabct
docker run entrygdemo Hello Borld

demo@ubintudenn : ™5

ENV

This command is used to set environment variables in the container.

Syntax
ENV key value

Options

e Key — This is the key for the environment variable.

o value — This is the value for the environment variable.



Return Value

The command will execute accordingly.

Example

In our example, we will enter o simple echo commoand in our Docker File and create
an imoage and lounch o container from it.

Step 1 — Build the Docker File with the following commonds —

FROM ubuntu
MAINTAINER demousr@gmail.com
ENV varl=Tutorial var2=point

‘ROR ubuntu
AINTAINER demousr®gmail .com

‘MU varl=Tutorial varZ=point

Step 2 — Build the image using the Docker build command.

demofubuntudeno : ™5 sudo docker build —t="envdeno’
Sending build context to Docker daemon 23.04 kB
Step 1 ¢ FROA ubuntu
> 104bec311bod
HAINTAINER demousr@gmalil .com

jarl Tutorial varZ point
in BbdbcccboH306
» ldef feYaalbh4

Removing intermediate container HbhdB8ecchS5986
successfully built ldef 7e9%aafbS4
demoPubuntudeno : ™5 o

Step 3 — Run « container from the image.



demoPubuntudeno : ™5 sudo docker build

t

sending build context to Docker daemon 22

Step 1 : FROM ubuntu

——>» 104bec3libecd

step £ : MAINTAINER demousr@gmail .com
» Using cache

19673474

ENV varl Tutorial varZ point
Runming in :b5986

successful ly bui =
dempfubuntudeno ™5 sudo docker run
root@b18d3eb3cc34: 8 _

. —
enudemnn

.04 kB

it envdemo sbinsbash




Step 4 — Finally, execute the env command to see the environment variables.

L envdeno

d

5=0:di=01:34: In=01:36 nh=00:pi=140:33:50-01.35:do=01.; =48:33:01
i =00 : su Ir'."”:'-.u 0:43:ca=30:41 1 tw=30;42 :ou=3 A

2:5t=37:4
11:e, 1ha=01.

:31:= war
zoo=01:31:= ;
=01:35 =, pg
e tga=01:35:=.1 3135 = . xpn=0 - = 1iff=01:35:
prg=01:35:= sug=01.35: 01735 = g =01:35:=, pc He LR 01:35: = mpg=0
1:35: =, mpeg=01 ) - 81:35: % . webn=01:35 = .0gn=01; w aprd=01; 3
u=01:35 = npdu=01: 35 % vob=01 35 = qt=01: p=01:35 = umu=01.3




WORKDIR

This command is used to set the working directory of the container.

Syntax
WORKDIR dirname

Options
e dirname — The new working directory. If the directory does not exist, it will be

odded.

Return Value

The command will execute accordingly.

Example
In our example, we will enter o simple echo command in our Docker File and create

an image ond lounch o container from it.

Step 1 — Build the Docker File with the following commonds —

FROM ubuntu

MAINTAINER demousr@gmail.com
WORKDIR /newtemp

CMD pwd

FROA ubuntu
AINTAINER demousr@®gmail .com
OREDIR smewtenp

CAD pwd




Step 2 — Build the image using the Docker build command.

fl e=moiEun b Lude - cer b ( 1 Len pdeno
semding build context to Docker daemon £23.55 kB
Step 1 : FROH wbuntu
> 101bec3ilibed
AAINTAINER demousrégmail .com
W cache
“c1967 3471
WORKDIR ~newtenp
.illq rcache
=H3 7 HeThS
CAD  paad
W cache
cdf 43158
ully built c?bedf 123158

-y
f
9

9 sudo docker build -t=""tempdemo™
=xt to Docker daemon 23.55 kB
: FROH ubuwtu
104bec311bod
: MAINTAINER demousr@gmail .com

> Using cache
» c?bedf 123158
Successfully built c?bedf 4231508
e wuntudeno: ™5 sudo docker run tempdeno

Docker - Container Linking

Container Linking allows multiple containers to link with each other. It is a better

option than exposing ports. Let’s go step by step and learn how it works.

Step 1 — Download the Jenkins image, if it is not already present, using the Jenkins

pull command.

emoBubuntudemo:™ 5 sudo docker jenkins pull

Step 2 — Once the imoage is available, run the container, but this time, you con
specify a nome to the container by using the —name option. This will be our source

container.



dempBubuntudemo:™5 sudo docker run —-name= jenkinsa —-d jenkins_

Step 3 — Next, it is time to lounch the destination container, but this time, we will
link it with our source container. For our destination container, we will use the

standard Ubuntu imoage.

AemoBubuntudeno:™) sudo docker run —name=reca --link=jenkinsaalias-src -it ube
itu latest /binsbash_

When you do « docker ps, you will see both the containers running.

Step 4 — Now, attach to the receiving container.

lemo@ubuntudeno : 75 sudo docker ps

| sl ) 10 zoword for demo:

CONTAINER 1D IHAGE CORRAND CREATED
STATUS FORTS ANES

Jeabdf 49 ubuntu: latest "shins 3 32 mimutes ago
Up 3£ minutes =

HE55a49%Ic44 jenkins r 13 mimutes ago
Up 33 minute:

Hemo@ubuntudeno :

Then run the env commond. You will notice new variables for linking with the

source container.

35w, ra=01:35:». ravb=01:35: = f lc=01:35 = . avi=01:35:= . Fli=01:35:=.Fluv=01:35:= gl
: = enfl =01:35:= 1

yo m i d =08 3

M LN

RT=B0806
UM=tulll
JUSTES | oCca ] h in:~usr” :;.t: in.UsSr/ r_. in. 7 ::.t'n In-.4 t|- Im

C_ENU_LANG=C.UTF-8
NU_JAUA_DEB IAN_UERS I0N=Bu111-b14-2"bpofi+1
PORT 56000 _TCP P
FORT Bo8a F ADDR
MU TINI UER:
PFORT 8080 TCPF PROTO tl'p
C_ENU_COPY_REFEREMCE_F ILE_LOG=/var/ jenk ins_home/copy_reference_f ile. log

EMU_JENK
MU_TINI_S

HU _JAUR_HOR
HU_JENK INS_HOHE
ORT_B080_TCP=tcp:

oote ] IeabdbBal49: 8



demtBubintidenn: ™5 ziidn docker P
word for demo:
1D 1 Mid
PORTS

i biimitid - latest

icd4 jenkins
Up 33 ninntes Btop,
'i.‘-'hl-ll".lll“ |.|1‘|||1 ERD

COMMAND

“shink

“shinct

B-tcp

NARES
ash'
't

n
jenkinza

CREATED

17 mindtes

33 minutes




Docker - Storage

Storage Drivers

Docker has multiple storage drivers that allow one to work with the underlying
storage devices. The following table shows the different storage drivers along with

the technology used for the storage drivers.

Technology Storage Driver
OverlayFS overlay or overlay2
AUFS aufs

Btrfs brtfs

Device Moanoager devicemoanager
VFS vfs

ZFS zfs

Let us now discuss some of the instances in which you would use the various storage
drivers —

AUFS

e This is a stable driver; can be used for production-ready applications.

e It has good memory usage and is good for ensuring a smooth Docker
experience for containers.

e There is a high-write activity associated with this driver which should be
considered.

e [t’s good for systems which are of Platform as « service type work.

Devicemapper



e This is a stable driver; ensures o smooth Docker experience.
e This driver is good for testing applications in the lob.

e This driver is in line with the main Linux kernel functionality.

Btrfs

e This driver is in line with the main Linux kernel functionality.
e There is a high-write activity associated with this driver which should be
considered.

e This driver is good for instances where you maintain multiple build pools.

Ovelay

° This is o stable driver and it is in line with the main Linux kernel
functionality.

e [t has a good memory usage.

e This driver is good for testing applications in the lab.

ZES

e This is a stable driver and it is good for testing applications in the lab.
e It’s good for systems which are of Platform-as-a-Service type work.

To see the storage driver being used, issue the docker info command.

Syntax

docker info

Options
None
Return Value

The commoand will provide all relative information on the Docker component
installed on the Docker Host.

Example



sudo docker info
Output

The following output shows that the main driver used is the aufs driver and that the
root directory is stored in /var/lib/docker/aufs.

Dirperml Supported:
Logging Driver: j
“group Driver:
Plugins:
Uolume: local
Hetwork: bridge host overlay wall
: Inmactive

T runc
Default Runtime: runc
Security Options: apparmor
Kernel UVersion: 4 LB-£¢-gener ic
Jperat ing d Ubuntu 14.04 .4 LTS

BEType: lim
irchitecture: xB6_64
CPUs: 1
Memory: 993.1 Hib
= ubuntudemo
¥: IFR3 : 2C0W - FNXL :APJR : BT6Y : JJ7S : FUEG : DNPS : PD?H :A0AD : YUB4
oot Dir: ~svar. cker
g Mode (client): False
Debug Mode (server): false
Isernane: demousr
: https:rssindex.docker. iosuls
it Mo swap limit support
re Reglistries:
0.0-8

Data Volumes

In Docker, you have a separate volume that can shared across containers. These are
known as data volumes. Some of the features of data volume are —

e They are initialized when the container is created.

e They can be shared and also reused amongst many containers.

e Any changes to the volume itself can be made directly.

e They exist even after the container is deleted.
Let’s look at our Jenkins container. Let’s do a docker inspect to see the details of this
image. We can issue the following command to write the output of the docker inspect
commond to o text file and then view the file accordingly.

sudo docker inspect Jenkins > tmp.txt

When you view the text file using the more command, you will see an entry os
JENKINS_HOME=/var/Jenkins_home.



This is the mapping that is done within the container via the Jenkins image.

“Jav_DER 1AN_UVERS 10N =Bul11-bi4-
"Ch_CERTIFICATES _Ji J
"JENK INS

"JENK INS_LiC
"COPY_REFER

"8 (nop e shildddabSedel 501 7 12c16f eb
BeBe?6b5Ab4F 993913 in Ausrslocals I=-plugins.sh s
1,
"ArgsEscaped” : true,
| "1 "sha25h:Bbch?Iedf bBb3a4681961047f 1cahS4cB1586cTABE deal 7964
choalSaedd 720",
"Uplumes™: |
“svars jenkins_home: {)
b,
"HorkingDir": ",
"Ent rypo int": [
"sbinstini”,

".-'||'-.r.'.- local bin jenkins . sh”

==Hare-— (3}
Now suppose you wonted to moap the volume in the container to a local volume, then

you need to specify the —v option when launching the container. An example is
shown below —

sudo docker run —d —v /home/demo:/var/jenkins_home —p 8080:8080 —p 50000:50000 jenkins

The —v option is used to map the volume in the container which is /var/jenkins_home
to o location on our Docker Host which is /lhome/demo.

9 sudo docker rum -d -v Shomesdeno :/vars Jenkins
P 2000050000 jenkins

Now if you go to the /home/demo location on your Docker Host after launching your
container, you will see all the container files present there.

demofubuntudeno : ™5 pud
¢ hiome. deno
demoBubuntudeno: ™5 ls
.xml
copy_reference_file. log
Dockerfile nodefonitors . xml

wdson .mode ] . UpdateCenter .xnl
identity.key.enc

secret . key
jenkins. install .Upgradedizard .state secret.key.not-so-secret
demofubuntudeno : ™5




Changing the Storage Driver for a Container

If you wanted to change to the storage driver used for a container, you coan do so
when launching the container. This can be done by using the —volume-driver

parameter when using the docker run command. An example is given below —

sudo docker run —d —volume-driver=flocker
—v /home/demo:/var/jenkins_home —p 8080:8080 —p 50000:50000 jenkins

The —volume-driver option is used to specify another storage driver for the container.

d e buntudeno : 7°

e jenkins_home
b1 T b1bf ebee3f d15bes
denofubuntudeno : ™5

To confirm that the driver has been changed, first let’s use the docker pscommond to
see the running containers ond get the container ID. So, issue the following
commoand first —

sudo docker ps

Then issue o docker inspect against the container and put the output in o text file

using the command.

sudo docker inspect 9bffb1bfebee > temp.txt

demoiubuntudeno : ™5 sudo docker p=
OHTAINER 1D IRAGE COMRAHD CREATED
STATUS PORTS HinH

Ibdf F hibf ebee Jenkins "shinstind Augrs o' & minites ago

0 £ ninutes @.8.0.0: 6080 >8080-tcp, ©9.0.0.0:50000- 50000 tcp g loc
i i ng
demoiiu buntudemo : f:i sudo docker inspect b blbfebee >

If you browse through the text file and go to the line which says VolumeDriver, you

will see that the driver name has been changed.



”[.I.IIII. il_l..: {)
}
"HetworkHode™ : “"default',
“"PortBindings"™: {
"S0000-tcp”: I
{
"HostIp™:
"HostPort™: ""'S0000"
H
! P
"BoB0-tcp™: |
L
“HostIp™: ’
“"HostPort': ""HOHO

"RestartPol icy™: {
"Mame"": ""'no",
"Max imumBetryCount™: O

false,
*: "flocker".,

Creating a Volume

A volume con be created beforehand using the docker commond. Let’s learn more

obout this command.

Syntax

docker volume create —name=volumenome —opt options

Options

e noame — This is the name of the volume which needs to be created.

e opt — These are options you can provide while creating the volume.

Return Value

The command will output the name of the volume created.

Example
sudo docker volume create —-name = demo —opt 0 = size = 100m

In the above command, we are creating o volume of size 100MB and with o name of

demo.



Output

The output of the above command is shown below -

AemoBubuntudemo:™5 sudo docker volume create --name=demo --opt o=size=100m

enoBubuntudeno : =5

Listing all the Volumes

You can aolso list all the docker volumes on o docker host. More details on this

command is given below —

Synt o x

docker volume lIs

Options

None

Return V o lue

The command will output all the volumes on the docker host.
Ex a mple

sudo docker volume Is

Output

The output of the above command is shown below —

| el i Lokl e

DR IVER

VOLUHE M
832% edcIWchi2 14814 4abo056 198392 al Bhel ae34974a 44 b7 ace 231 he

2457e437c2496560355bb02e 85644494 3ecTeViddborece 12044b 1cl 4440

HEST caZ24 M bbboblabbhec 159885 34cd 385111 b Vd 1 54570 108a 10ebs

Iicf 3Z20eefhd 981 558cZ5al T 2003030060 15da55becBe5aI 1 9163 166161

Ba3Zb391 08064 550 386%ac 1 be PO55T 14d b

e Fedl 37H 5483005581 61 ZZhZeBlN 053408506 1 P4aect 14e0a 1 249608 1

demn
29431 147 64 b7 ad 60 55 1 cSchbd BecOd4bhL6B0cHISIVcc 2T 2 14 326977 04681 b

mgwo L ome

Docker - Networking



Docker takes care of the networking aspects so that the containers can communicate
with other containers and also with the Docker Host. If you do an ifconfig on the
Docker Host, you will see the Docker Ethernet adapter. This adapter is created when

Docker is installed on the Docker Host.
demoPubuntudeno:™) sudo ifconf ig
dockerd Link encap:Ethernet Hiaddr ¢ b :ad:43:59
inet addr:172.17.0.1

errors 0 dropped @ overrunz:® carrier:
0 tugueue len:@
%3448 (3.4 KB) TX bytes:2576 (2.5 KB)

Link encap:Ethernet HWaddr OH:00:Z :

inet addr:192.168. C Rask :255.255.255.0
ineth addr: feB0: ink

UF BROADCAST HUNNING HU C =tric:1

5:0 dropped:0 overruns:® carrier:0
collision Lxguene len: 1080
RX bytes:13734 (13.7 KB) TX bytes:5238 (5.2 KB)

le'l*, f_'|||_l||_| I__-l_? I [_|_||_||_|t|11|__}:.

inet addr:127.9.9.1 BRask:2£55.0.0.0

ineth addr: ::1-128 Scope:Host

UF LDOPBACE RUNNING HTU:65536 Hetric:l

BX packets:40 errorz:0 drop 8 overrunz:@ frame:B
TK packets 5 dropped :0 overruns:9 carrier:0
collisi Lxgueue len:8

EX bytes:3184 (3.1 KB) TX bytes:3184 (3.1 KB)

This is o bridge between the Docker Host and the Linux Host. Now let’s look at some

commands associated with networking in Docker.

Listing All Docker Networks

This commoand con be used to list all the networks associated with Docker on the
host.

Syntax

docker network 1Is

Options

None

Return Value

The command will output all the networks on the Docker Host.



Example

sudo docker network 1s

Output
The output of the above commoand is shown below

demoBPubuntudemo : ™5 sudo docker network ls

ETWORKE ID NARE DRIVER

f 0 7aadbocadf br idge br idge

hiost host
mu ] ]

i) NoOne

denofubuntudeno : ™5

SCOPE

local
II_||_.|_1.I
local



Inspecting a Docker network
If you wont to see more details on the network associated with Docker, you con use
the Docker network inspect commoand.

Syntax

docker network inspect networkname

Options
e networkname — This is the name of the network you need to inspect.

Return Value

The command will output all the details about the network.

Example

sudo docker network inspect bridge

Output

The output of the above command is shown below —



Mame": “hridge
14" Urefaadbccad i 388082 ccl 9ad 37db3f THadecBST b9bacbZeFeBIMchdb6 74242

"Scope”: "local™;
"Driver”: “bridge",
"EnablelPv6™: false,
"IPAN":

"Driver”: “default™,

"|'|||r ioms"™: mall,

"Comd i|.|“ I

{

"Subnet™: "
“"Gateway™: v

)

]

s

. Internal™: false,

"Containers": {},

"Dptions": {
“"con.docker . network
“con ., do . network
”|'.r.|h.|1|| .||r_'1.|d4||"k iy .. 'p Mma ~..L{I.|1_:|'|1|‘|r'“' :
"con. docker . network. wling_iped™: "
“"con.docker . network . bridge . nane ‘docker8™,
"con.docker . network . driver.ntu™: 1500

}.

"Labels™: {}

1
]

denofubuntudeno: =5

Now let’s run a container and see what happens when we inspect the network again.
Let’s spin up an Ubuntu container with the following commoand —

sudo docker run —it ubuntu:latest /bin/bash

!

denoBubuntudeno: ™ sudo docker run =it ubuntu:latest sbinsbash

Now if we inspect our network name via the following command, you will now see

that the container is attached to the bridge.

sudo docker network inspect bridge



¥,
“Internal™: false,
"Containers™:

"Be?h%abdc121balc9a9 e40542db0149eedVb5el 0317518 B15751 74 1leat44 7" :

"Hane": “suspicious_blackuell",
- 1714663091 ec2 439355064 30996 1 345008351 baae 1957
' P4chibS0r 46

e network . bridge.default_bridge”: “true"
network . bre nable_icc": "true”,
anetwork ., bre :.enable_ip_masguerad

ot e.h binding_ipuvt"
netuork . e . na : "docker®",
JAdocker  network . drei ntu : 1500
|
“Labels™: 1}
b

lemotubuntudeno: ™5



Creating Your Own New Network

One can create o network in Docker before launching containers. This can be done

with the following command —

Syntax

docker network create —driver drivername nome

Options
e drivername — This is the name used for the network driver.

e nome — This is the name given to the network.

Return Value
The command will output the long ID for the new network.

Example

sudo docker network create —driver bridge new_nw

Output
The output of the above command is shown below —

driver bridge new_nu

demoPubuntudeno:™ sudo docker network create

f 01b64dc09425cc490be20b5e1 7765 3248ea 72 7068e0e2172bf cdaecd2586f e

&

lenoPubuntudenn:™y

You can now attach the new network when loaunching the container. So let’s spin up
an Ubuntu container with the following command —

sudo docker run —it —-network=new_nw ubuntu:latest /bin/bash

deno: "y sudo docker runm -it --network=new_nw ubuntu:latest /binsbash

And now when you inspect the network via the following command, you will see the



container attached to the network.

sudo docker network inspect new_nw

"Scope”: "local”,
"Driver”: "bridge".
“EnablelFvb": false,
"IPAN": |
"Priver”: “default”,
"".Jl_ jong": 1},
“Config™: I
{
“Subnet™: “172.18.0.0-16",
“':i-'lr.!'u-'nl_l"-' "172.18.8.1-16"

"Hame": “boring_dubinsky™,

"End po int 1D : "74d6b14ab639301 308145490 12b5h76bZ2ead 49e85a5 1 b4
6B21761a9%=69612",

"NacAddress™ (1Z2:00:02",

1.8.2-16",
"|Pubtiddress": "
1
b,
"Options": {},
.ILI."L'IF_']'_-.II'. {1
I

lenofubuntudeno : ™5

Docker - Setting Node.js

Node.js is o JavaScript framework that is used for developing server-side
applications. It is an open source framework that is developed to run on o variety of
operating systems. Since Node.js is a popular framework for development, Docker

has also ensured it has support for Node.js applications.

We will now see the various steps for getting the Docker container for Node.js up

and running.

Step 1 — The first step is to pull the image from Docker Hub. When you log into
Docker Hub, you will be able to search and see the image for Node.js as shown
below. Just type in Node in the search box and click on the node (official) link which

comes up in the search results.



Dockor Stone s the now place fo discover public Docker contont. Chock it out —

.%p- Dashboard  [xplors  Crganiratioes 0 Mot raane. .:m-r .......

Repositories (14272)

>

Step 2 — You will see that the Docker pull command for node in the details of the

repository in Docker Hub.

Documentation

[N s = noda |

Step 3 — On the Docker Host, use the Docker pull command as shown above to

download the latest node image from Docker Hub.

y sudo docker pull i nrtr'_

Aenofubuntudeno: ™

Once the pull is complete, we can then proceed with the next step.

3 sudo docker pu
Izing default tag: latest
latest: Pulling from Iibrary-node

i Downloading 31.54 AB-39.73 HB
: Pull |_||n|||_r'1_r'
7: Pull complete
3: Pull |||n|||.r'1r'
! Full complete
: Pull |||r'||||.r'1r'
: Pull complete
"l | |.|l|“||l|.r.'1.r.'

84t 797 39ba Mo 636c BT 11 d69745 7542002589 1 a0 Tee 2d TI65 b0
wer image for node: latest

subuntudemo : ™5
demoBubuntudeno : ™5




Step 4 — On the Docker Host, let’s use the vim editor and create one Node.js

example file. In this file, we will add a simple command to display “HelloWorld” to

the commond prompt.

demoBubuntudeno:™5 vim HelloWorld. js

In the Node.js file, let’s add the following statement —

Console.log(‘Hello World’);

This will output the “Hello World” phrase when we run it through Node.js.

onsole. logl

Ensure that you save the file and then proceed to the next step.



Step 5 — To run our Node.js script using the Node Docker container, we need to

execute the following statement —

sudo docker run —it —rm —name = HelloWorld —v “$PWD”:/usr/src/app

—w /usr/src/app node node HelloWorld.js

The following points need to be noted about the above commond —

e The —rm option is used to remove the container after it is run.

e We are giving a name to the container called “HelloWorld”.

e We are mentioning to map the volume in the container which is /usr/src/app
to our current present working directory. This is done so that the node container
will pick up our HelloWorld.js script which is present in our working directory on
the Docker Host.

e The —w option is used to specify the working directory used by Node.js.

e The first node option is used to specify to run the node image.

e The second node option is used to mention to run the node command in the
node container.

e And finally we mention the name of our script.

We will then get the following output. And from the output, we can clearly see that

the Node container ran as a container and executed the HelloWorld.js script.

demofubuntude 9 sudo docker run -it rn name=He l lolorld -v 5P

sapp —w susressrcsapp node node Hellolorld. js
fello World

Docker - Setting MongoDB

MongoDB is o famous document-oriented database that is used by many modern-
day web applications. Since MongoDB is a popular database for development,

Docker has also ensured it has support for MongoDB.

We will now see the various steps for getting the Docker container for MongoDB up

and running.

Step 1 — The first step is to pull the image from Docker Hub. When you log into
Docker Hub, you will be able to search and see the image for Mongo as shown



below. Just type in Mongo in the search box and click on the Mongo (official) link

which comes up in the search results.

%’ Oashbosrd  Cxplore  Duganizasons

Repositories (4120)

Step 2 — You will see that the Docker pull command for Mongo in the details of the

repository in Docker Hub.

W libisng’morga « Dockerr . W

L (- . far i ook @, o +r

Documentation

AL
Farmbane curssl wih th README . mad b e atlempbng a | Jusl

Step 3 — On the Docker Host, use the Docker pull command as shown above to

download the latest Mongo image from Docker Hub.

0: g SUdD aocker pu mongo




=m0 5 sudo docker pull momgo
[sudo] pa ird for demo:
Jsing default tag: latest
latest: Pulling from library mongo

! Already exists

: Pull complete
2: Pull complete
7: Pull complete

: Pull conplete
: Pull complete
Pull conplete
Pull complete
Pull complete
Jigest -
ntatus

Step 4 — Now that we have the image for Mongo, let’s first run & MongoDB
container which will be our instance for MongoDB. For this, we will issue the

following commond —

sudo docker run -it -d mongo

The following points can be noted about the above commond —

e The —it option is used to run the container in interactive mode.
e The —d option is used to run the container as a daemon process.

e And finally we are creating o container from the Mongo image.

You can then issue the docker ps command to see the running containers —

emnoBubuntudeno:™5 sudo docker run -it -d mong

=cOBbeec?41be 14deb31bB3 bBeecd78bO1b620Z51chS5d8b Yec? 169

enofubuntudemo: 3 sudo docker ps

OMTAINER 1D [MAGE COMMAND CREATED
a TATUS PURTS NANES

ecOBbeec?416 nongo “zentrypoint.sh mongo" 3 seconds ago
Up £ seconds 21 tep tender_poitras
enoBubuntudeno: ™% N

Take o note of the following points —

e The name of the container is tender_poitras. This name will be different since
the name of the containers keep on changing when you spin up « container. But
just make o note of the container which you have launched.

e Next, also notice the port number it is running on. It is listening on the TCP
port of 27017.



Step 5 — Now let’s spin up another container which will act as our client which will
be used to connect to the MongoDB database. Let’s issue the following command for
this —

sudo docker run —it —link=tender_poitras:mongo mongo /bin/bash

The following points can be noted about the above command —

e The —it option is used to run the container in interactive mode.

e We are now linking our new container to the already launched MongoDB
server container. Here, you need to mention the name of the already loaunched
container.

e We are then specifying that we want to launch the Mongo container as our

client and then run the bin/bash shell in our new container.

lempofubuntudemo: ™5 sudo docker rum -it --link=tender_poitras:mongo mongo <bine
sh

rootEi3Ibbaeb0eBbh ;8

You will now be in the new container.

Step 6 — Run the env command in the new container to see the details of how to

connect to the MongoDB server container.

WE R 5
MR -0 iras 8 1 STORAGE [initand ] izten]
r 0000 |1 STUORAGE Linmitand] 1 == WARNING: Using the ]
jly recommended with the Wi er storage emgine
& k9 | E [initandl isten] == aee hitp:»s
lesystem
[initand] izstend
00 1 CONTROL [initand]l istenl WARNING: Access con
database .
6 1 CONTROL [initandlistenl Read and w

COMTROL [Cini

0 1 CONTROL [ini o stenl
G660 1 CONTROL C[initandlistenl] WARNING: ssys-kerne
bled iz "always’ .
Linitandl isten] He suggest s

[initand ]l istenl
[initand]l izten] WARMIMNG : ~ssys-kerne
y parent _hugepa rag is Ir'|||..|.|=||]'--:' i
T=-01-07T15:26:23 . 875+0000 | CONTROL ([initandlistenl He suggest s

I7-01-07T15:26:23 . 875+0000 | CONTROL ([initandlistenl]




Step 7 — Now it’s time to connect to the MongoDB server from the client container.

We con do this via the following commond —

mongo 172.17.0.2:27017

The following points need to be noted about the above command

e The mongo command is the client mongo command that is used to connect to
a MongoDB database.

e The IP and port number is what you get when you use the envcommand.

Once you run the commaond, you will then be connected to the MongoDB database.

STORAGE [linitandlizten]
3 STORAGE [initandlisten] == WARMING:
ilesystem st nided with the HiredTiger storage «

PO17-01-07T15:26:23 . 769 STORAGE [initandl iztenl
b . mongodb " ¢ ites-T i lesysien
PO 7-01-07T15:2 . 1 i 1 CONTROL [initandliztend
il 1 G0 1 CONTROL fMinitandlizsten] == WARMING:
tabase .
| CONTROL Ulimitamdlisten] ==
0 1 is unresiric
I CONTRDL [initamd enl
| CINTEOL Qimitand]istend
@ T CONTRDL [initamdlizten] == WARNING: ssys-kerne
abled is "always".
B8 | CONTROL l(initamd]lizsten] == e suggest s

G0 I CONTROL U[inltandlizsten]
| CONTROL Q(initand]listen] == WARMING: ~sys-kerne
ag iz "always’
E23.875-0000 1 CONTROL [initandlizten] == e zuggest =
ting it to "neve
F017-01-07T15:26: 23 . 8750000 | CONTROL linitamdlistenl

You can then run any MongoDB command in the command prompt. In our example,

we are running the following commaond -

use demo

This commond is a MongoDB command which is used to switch to a database name

demo. If the database is not availoble, it will be created.



ing the

3 TORAGE 1 . http:-
w:hu b . mongodb . org.Ac ni =1 1 lesysten
017-01-07T15 [ i COMTROL f[initandlistenl
il 31— A74+00060 1 CONTROL [initand ]l istend WaRHING: Acecess com
for the datal e,
874+0000 [ CONTROL [initandlistenl Bead and w

and conf i||l.||:‘||1 iom is unre

[imi dlistenl
| CONTROL [imi iztenl
| CIMTROI [initandlisten] WARNING: ssys- kerne
‘enabled is "always® .
I CONTROL [initandlistenl] e zuggest

[initandli nl
[initandlisten] WAKNIMNG: ssys-kerne
rag iz "always’
875+0000 [ CONTROL [initandlistenl e suggest

73.875+0000 [ CONTROL [initandlisteml]
» use deno
switched to db demo

Now you have successfully created o client and server MongoDB container.



Docker - Setting NGINX

NGINX is a popular lightweight web application that is used for developing server-
side applications. It is an open-source web server that is developed to run on o
variety of operating systems. Since nginx is a popular web server for development,

Docker has ensured that it has support for nginx.

We will now see the various steps for getting the Docker container for nginxup and

running.

Step 1 — The first step is to pull the image from Docker Hub. When you log into
Docker Hub, you will be able to search and see the image for nginx as shown below.
Just type in nginx in the search box and click on the nginx(official) link which comes

up in the search results.

0 nginx Croans . e

Repositories (14325)




Step 2 — You will see that the Docker pull command for nginx in the details of the

repository in Docker Hub.

Documentation

Step 3 — On the Docker Host, use the Docker pull command as shown above to

download the latest nginx image from Docker Hub.

--1.1-. "-.Il.lllih III II..L.I'J' FI“ I I. g i nx

demobubuntudemno
lsing default tag:
latest: Pulling From 1ibrarysmginx

latest

Already exists
G ‘1'._L:| r'_! .1'1“: | ‘_I = 1 i} d ‘_|-.'| |:1 bt ._I- AC |:_:: 3 1_|

L Down Lo newer image for nginx: latest

demobubuntudemo




Step 4 — Now let’s run the nginx container via the following command.

sudo docker run —p 8080:80 —d nginx

We are exposing the port on the nginx server which is port 80 to the port 8080 on the
Docker Host.

y sudo docker run P g B —d |1r11ir|:.::

d3Z21df 2Zbdbcadf cdS540c5%a94?bddf £ fdcOcS5151e4f

demoPubuntudemo: ™9

Once you run the command, you will get the following output if you browse to the
URL http://dockerhost:8080. This shows that the nginx container is up and running.

Y ‘Wisicome bo ngunal

“ C | @ 1921681201

Welcome to nginx!
IF you see this page, the ngine web server is sucoessfully installed and
working. Further conflguration ks regquired

For arline docurmentation and support please refier to paincong.
Commercial support & available at ngimecom.

Thark Jou fov Lsing mging




Step 5 — Let’s look at another example where we can host a simple web page in our
ngnix container. In our example, we will create a simple HelloWorld.html file and

host it in our nginx container.

Let’s first create an HTML file called HelloWorld.html

enoBubuntudemo: ™5 sudo vin Hi.']h.ll.ll.irld.]llnl_

Let’s add o simple line of Hello World in the HTML file.

ello World

Let’s then run the following Docker command.

sudo docker run —p 8080:80 —v
“$PWD”:/usr/share/nginx/html:ro —d nginx

The following points need to be noted about the above command —

e We are exposing the port on the nginx server which is port 80 to the port 8080
on the Docker Host.

° Next, we are attaching the volume on the container which is
/usr/share/nginx/html to our present working directory. This is where our
HelloWorld.html file is stored.

lemoBubuntudemo ™5 sudo docker run -p 8080:80 -v "HPHD: - usrssharesng inx html
d nginx

weeSef 30 bo4E 21 342197 ch0 12398935 1c6344074a32a 7653404911 2ZBad 3d b4

emoBubuntudeno : ™5 sudo docker ps
CONTAINER 1D IMAGE COMRAND CREATED
STATUS PORTS HANES

wee'9ef IF bodf nig | "nginxk -g "daemon of I  About a minut
il Up S0 =zeconds 443-tcp, 0.0.0.0:8080->B0-tcp agitated leawvitt
0fbeec ?16 nONGo "sentrypoint .sh mongo”  About an hour
o Up About an hour 28017 tcp tender_poitras

enobubuntudeno : ™5




Now if we browse to the URL http://dockerhost:8080/HelloWorld.htmlwe will get the

following output as expected —

[ 21K 12008080 k1.
- 2 | @ 1921681201 ol han |

Hello Woeld

Docker - Toolbox

In the introductory chapters, we have seen the installation of Docker toolbox on
Windows. The Docker toolbox is developed so that Docker containers can be run on
Windows ond MacOS. The site for toolbox on  Windows is

https://docs.docker.com/docker-for-windows/

@ ot ptacopd with Dockes X

Get started with Docker for

.
ot g Windows
ackEr

Lt Welcom to Docker far Windows

e 4 Docker is & lull development platform lor creating cordainetized apps, and Docker

fior Windows is the best way to ged started with Docker on Windows tystams,

Already have Docker for Windows? I you already have Docker for
‘Windows installed, and are ready to get starbed, skip down to Step 3
Chack versions of Docker Engine, Compose, and Maching to work through

smply Apphicaticas 4 2
1he rest o the Dockar for Wincows Do, o jump oves 10 The standard

Getling Started with Docksr o

For Windows, you need to have Windows 10 or Windows Server 2016 with Hyper-V

enabled.


https://docs.docker.com/docker-for-windows/
https://docs.docker.com/docker-for-windows/

The toolbox consists of the following components —

e Docker Engine — This is used as the base engine or Docker daemon that is
used to run Docker containers.

e Docker Machine — for running Docker machine commonds.

e Docker Compose for running Docker compose commands.

e Kinematic — This is the Docker GUI built for Windows and Mac OS.
e Oracle virtualbox

Let’s now discuss the different types of activities that are possible with Docker
toolbox.

Running in Powershell

With Docker toolbox on Windows 10, you can now run Docker commands off
powershell. If you open powershell on Windows and type in the commond of Docker

version, you will get all the required details about the Docker version installed.

E¥ admiristrater Windews PomerShell

Pulling Images and Running Containers

You can also now pull Images from Docker Hub and run containers in powershell as
you would do in Linux. The following example will show in brief the downloading of
the Ubuntu image and running of the container off the image.

The first step is to use the Docker pull command to pull the Ubuntu image from
Docker Hub.



E¥ Administrator: Windows PowsrShell

The next step is to run the Docker image using the following run commond —

docker run —it ubuntu /bin/bash

You will notice that the command is the same as it was in Linux.

EX roctSbTaad80013: /

Kitematic

This is the GUI equivalent of Docker on Windows. To open this GUI, go to the
taskbar and on the Docker icon, right-click and choose to open Kitematic.

About Docker...
Check for Updates...

Settings...

Documentation...

Diagnose & Feedback...

Open Kitemnatic...

Exit Docker

It will prompt you to download Kitematic GUI. Once downloaded, just unzip the

contents. There will be « file called Kitematic.exe. Double-click this exe file to open
the GUI interface.



You will then be requested to log into Docker Hub, enter through the GUI. Just enter
the required username and password and then click the Login button.
- I

Connect to Docker Hub

LOG IN

Once logged in, you will be able to see all the images downloaded on the system on
the left-hand side of the interface.

e marh

On the right-hand side, you will find all the images available on Docker Hub.

Let’s take an example to understoand how to download the Node image from Docker

Hub using Kitematic.



Step 1 — Enter the keyword of node in the search criteria.
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Step 2 — Click the create button on official Node image. You will then see the image
being downloaded.

— - 0 IEN|

ARy

Dermnloading Image

Once the image has been downloaded, it will then start running the Node container.



Step 3 — If you go to the settings tab, you can drill-down to further settings options,

os shown below.



e General settings — In this tab, you can name the container, change the path
settings, and delete the container.

1111111

e Ports — Here you can see the different port mappings. If you want, you can
create your own port mappings.

Torsrarn
LI TR




e Volumes — Here you can see the different volume mappings.

L S

e Advanced — It contains the advanced settings for the container.

Docker - Setting ASP.Net

ASP.Net is the standard web development framework that is provided by Microsoft
for developing server-side applications. Since ASP.Net has been around for quite o
long time for development, Docker has ensured that it has support for ASP.Net.

In this chapter, we will see the various steps for getting the Docker container for
ASP.Net up and running.



Prerequisites

The following steps need to be carried out first for running ASP.Net.

Step 1 — Since this can only run on Windows systems, you first need to ensure that

you have either Windows 10 or Window Server 2016.

Step 2 — Next, ensure that Hyper-V is and Containers are installed on the Windows
system. To install Hyper—V and Containers, you can go to Turn Windows Features
ON or OFF. Then ensure the Hyper-V option and Containers is checked and click the
OK button.

5l Windows Features — O >

Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on.

MET Framework 3.5 (includes .NET 2.0 and 3.0} ”

MET Frarnewaork 4.6 Advanced Services
Active Directory Lightweight Directory Services

B #

Containers
Data Center Bridging
Device Lockdown

i

Hyper-V
Internet Explorer 11
Internet Information Services

®

Internet Information Services Hostable Web Core
Legacy Components
Media Features

JOO00ORKOOROEE

e

=
]

Cancel

The system might require o restort after this operation.

Step 3 — Next, you need to use the following Powershell command to install the
1.13.0rc4 version of Docker. The following command will download this and store it

in the temp location.

Invoke-WebRequest "https://test.docker.com/builds/Windows/x86_64/docker-1.13.0-
rc4.zip" -OutFile "$env:TEMP\docker-1.13.0-rc4.zip" —UseBasicParsing



Step 4 — Next, you need to expand the archive using the following powershell
command.

Expond-Archive -Path "$env:TEMP\docker-1.13.0-rc4.zip" -DestinationPath $env:ProgramFiles

¥ Zdmurestrator Windows PowerShe a b4

Step 5 — Next, you need to add the Docker Files to the environment variable using
the following powershell command.

$env:path +=";$env:ProgramFiles\Docker"

Step 6 — Next, you need to register the Docker Daemon Service using the following

powershell command.

dockerd --register-service

Step 7 — Finally, you con start the docker daemon using the following command.

Start-Service Docker

Use the docker version commaond in powershell to verify that the docker daemon is

working

E¥ Administrator 'Windows PowerShail




Installing the ASP.Net ContAiner

Let’s see how to install the ASP.Net container.

Step 1 — The first step is to pull the image from Docker Hub. When you log into
Docker Hub, you will be able to search and see the image for Microsoft/aspnet os
shown below. Just type in asp in the search box and click on the Microsoft/aspnet

link which comes up in the search results.

Repositories (1314)




Step 2 — You will see that the Docker pull commoand for ASP.Net in the details of the

repository in Docker Hub.

Step 3 — Go to Docker Host and run the Docker pull command for the microsoft/

aspnet image. Note that the image is pretty large, somewhere close to 4.2 GB.

Step 4 — Now go to the following location https://github.com/Microsoft/aspnet-
docker and download the entire Git repository.

Step 5 — Create o folder called App in your C drive. Then copy the contents from the
4.6.2/sample folder to your C drive. Go the Docker File in the sample directory and

issue the following commoand -

docker build —t aspnet-site-new —build-arg site_root=/

The following points need to be noted about the above commaond —


https://github.com/Microsoft/aspnet-docker

e [t builds a new image called aspnet-site-new from the Docker File.
e The root path is set to the localpath folder.

EN Administratar Windews PowerShell

Step 6 — Now it’s time to run the container. It can be done using the following

commond —

docker run —d —p 8000:80 —noame my-running-site-new aspnet-site-new

E¥ Ldminstrazor Windows PowerShell

BY --name my-runmng-site-nes aspoet-51te-new

Wlc2ecs2d




Step 7 — You will now have IIS running in the Docker container. To find the IP
Address of the Docker container, you can issue the Docker inspectcommoand os

shown below.

¥ Ad




Docker - Cloud

The Docker Cloud is a service provided by Docker in which you can carry out the

following operations —

e Nodes — You can connect the Docker Cloud to your existing cloud providers
such as Azure and AWS to spin up containers on these environments.

° Cloud Repository — Provides a place where you con store your own
repositories.

° Continuous Integration — Connect with Github and build a continuous
integration pipeline.

e Application Deployment — Deploy and scale infrastructure and containers.

e Continuous Deployment — Can automate deployments.

Getting started

You con go to the following link to getting started with Docker Cloud -
https://cloud.docker.com/

Doscher Clouid - Buid. 51 =

Docker Cloud

Thie hosted service for continuously delivering Docker

applications.

Mew to Docker?

Creabe your froe Docker D bo gel staried

Once logged in, you will be provided with the following basic interface —


https://cloud.docker.com/
https://cloud.docker.com/

Welcome to Docker Cloud!

Cloud regisory

Connecting to the Cloud Provider

The first step is to connect to an existing cloud provider. The following steps will
show you how to connect with an Amazon Cloud provider.

Step 1 — The first step is to ensure that you have the right AWS keys. This can be
taken from the aws console. Log into your aws account using the following link —

https://aws.amazon.com/console/
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Step 2 — Once logged in, go to the Security Credentials section. Make o note of the
access keys which will be used from Docker Hub.
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Step 3 — Next, you need to create a policy in aws that will allow Docker to view

EC2 instances. Go to the profiles section in aws. Click the Create Policybutton.
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Step 4 — Click on ‘Create Your Own Policy’ oand give the policy nome as

dockercloudpolicy and the policy definition as shown below.

"Version": "2012-10-17",
"Statement": [ {
"Action": [

"ec2:*",



"jom:ListInstanceProfiles"

1,
"Effect": "Allow",

"Resource": "*"

3]
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Next, click the Create Policy button

Step 5 — Next, you need to create o role which will be used by Docker to spin up
nodes on AWS. For this, go to the Roles section in AWS and click the Create New
Role option.
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Step 6 — Give the name for the role as dockercloud-role.
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Step 7 — On the next screen, go to ‘Role for Cross Account Access’ and select

“Provide access between your account and « 3rd party AWS account".
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Step 8 — On the next screen, enter the following details —

° In the Account ID field, enter the ID for the Docker Cloud service:
689684103426.
e In the External ID field, enter your Docker Cloud username.
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Step 9 — Then, click the Next Step button and on the next screen, attach the policy

which was created in the earlier step.
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Step 10 — Finally, on the last screen when the role is created, moke sure to copy the

orn role which is created.

arn:ows:iom::085363624145:role/dockercloud-role
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Step 11 — Now go back to Docker Cloud, select Cloud Providers, and click the plug

symbol next to Amoazon Web Services.
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Setting Up Nodes

Once the integration with AWS is complete, the next step is to setup a node. Go to

the Nodes section in Docker Cloud. Note that the setting up of nodes will
automatically setup a node cluster first.

Step 1 — Go to the Nodes section in Docker Cloud.
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Step 2 — Next, you can give the details of the nodes which will be setup in AWS.

b Docker Cloud

= | B Secwrs | itps.clouddockerg
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You con then click the Launch Node cluster which will be present ot the bottom of

the screen. Once the node is deployed, you will get the notification in the Node

Cluster screen.

Deploying A Service

The next step after deploying o node is to deploy a service. To do this, we need to

perform the following steps.

Step 1 — Go to the Services Section in Docker Cloud. Click the Createbutton
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Step 2 — Choose the Service which is required. In our case, let’s choose mongo.
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Step 3 — On the next screen, choose the Create & Deploy option. This will start

deploying the Mongo container on your node cluster.

. : ot oo |

Once deployed, you will be able to see the container in a running state.

s Docker Tloud

Docker - Logging

Docker has logging mechanisms in place which can be used to debug issues as and

when they occur. There is logging ot the daemon level and at the container level.
Let’s look at the different levels of logging.

Daemon Logging

At the doemon logging level, there are four levels of logging available —



e Debug — It details all the possible information handled by the daemon
process.

e Info — It details all the errors + Information handled by the daemon process.

e FErrors — It details all the errors handled by the daemon process.

e Fatal — It only details all the fatal errors handled by the daemon process.

Go through the following steps to learn how to enable logging.

Step 1 — First, we need to stop the docker daemon process, if it is already running. It

can be done using the following commond —

sudo service docker stop

demoPubuntudemno:™5 sudo service docker stop

Step 2 — Now we need to start the docker daemon process. But this time, we need to
append the —I parameter to specify the logging option. So let’s issue the following

commoand when starting the docker doaemon process.

sudo dockerd —I debug &

The following points need to be noted about the above commond —

e dockerd is the executable for the docker daemon process.
e The -1 option is used to specify the logging level. In our case, we are putting

this as debug
e & is used to come back to the command prompt after the logging has been
enabled.

demoBubuntudemo:™5 sudo dockerd -1 debug &

Once you start the Docker process with logging, you will also now see the Debug

Logs being sent to the console.
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Now, if you execute any Docker commoand such as docker images, the Debug
information will also be sent to the console.
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Container Logging

Logging is also available at the container level. So in our example, let’s spin up an
Ubuntu container first. We can do it by using the following command.

sudo docker run —it ubuntu /bin/bash

demoPubuntudeno:™5 sudo docker run -it wbuntu sbinsbash
00t@6bf b1271fcdd : /# demoBubuntudeno:™5

w
L

demoBubuntudemno: ™5

Now, we can use the docker log command to see the logs of the container.

Syntax



Docker logs containerID

Parameters

e containerID — This is the ID of the container for which you need to see the
logs.

Example

On our Docker Host, let’s issue the following command. Before that, you can issue

some commaonds whilst in the container.

sudo docker logs 6bfb1271fcdd

Output

demofubuntudenn:™5 sudo docker logs 6bFb1Z2711cdd
Hd |
i/l ifconf ig

bash: ifconflig: command not [ound

FHHtHﬁh{hIR?IkIdJLEN Iz

denofubuntudeno : =5

From the output, you can see that the commands executed in the container are shown
in the logs.



Docker - Compose

Docker Compose is used to run multiple containers as a single service. For example,
suppose you had on application which required NGNIX oand MySQL, you could
create one file which would start both the containers as o service without the need to

start each one separately.

In this chapter, we will see how to get started with Docker Compose. Then, we will
look at how to get a simple service with MySQL and NGNIX up and running using
Docker Compose.

Docker Compose — Installation

The following steps need to be followed to get Docker Compose up and running.

Step 1 — Download the necessary files from github using the following command —

curl -L "https://github.com/docker/compose/releases/download/1.10.0-rc2/dockercompose

-$(uname -s) -$(uname -m)" -o /home/demo/docker-compose

The above commond will download the latest version of Docker Compose which at
the time of writing this article is 1.10.0-rc2. It will then store it in the directory

/home/demo/.

flenoBubuntudeno: ™5 curl -L “hitps:srsgithub.consdocker/conposesreleasesdownloa
10 .0-re2 /docker-conpose-5(unane —-5)-5(unane -n)" -0 shonesdenosdocker—conpos

Step 2 — Next, we need to provide execute privileges to the downloaded Docker

Compose file, using the following command —

chmod +x /home/demo/docker-compose
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demofubuntudeno: ™5 chnod +x <homesdemosdocker-conpose

We can then use the following command to see the compose version.

Synax

docker-compose version

Parameters

e version — This is used to specify that we want the details of the version of

Docker Compose.
Output
The version details of Docker Compose will be displayed.
Example

The following example shows how to get the docker-compose version.

sudo ./docker-compose -version

Output

You will then get the following output —

. https:sagithub,consdockersconposesre leases down lna

1.10.0-rcZ docker-conpose-S (unane )-S{unane -n)" -0 shonesdenosdocker— onpos

# Total # Received ¥ Xferd Average Speed Time Time Curren
Dload Upload Total apent Left Speed

o 403 i) p——1 £ 1 r— 403

B 9:00:36

e oo bu it ud emo o . dock ers ion
docker-conpose ; build Ibd41d0
docker—py v

CPython ver

DpenSSl version: Open3Sl 1.0.1t 3 Bay 2016

denofubuntudemo: ™5




Creating Your First Docker-Compose File

Now let’s go ahead and create our first Docker Compose file. All Docker Compose
files are YAML files. You can create one using the vim editor. So execute the
following command to create the compose file —

sudo vim docker-compose.yml

veETs lon
EruiCes

databases

inage : mysgl

enyironment

image © nginx

Let’s take o close look at the various details of this file —

e The database and web keyword are used to define two separate services. One
will be running our mysql database and the other will be our nginx web server.

e The image keyword is used to specify the image from dockerhub for our
mysql and nginx containers

e For the database, we are using the ports keyword to mention the ports that
need to be exposed for mysq].

e And then, we also specify the environment variables for mysql which are
required to run mysql.

Now let’s run our Docker Compose file using the following commaond -

sudo ./docker-compose up

This commond will take the docker-compose.yml file in your local directory and
start building the containers.

penoBubuntudeno: 3 sudo . docker—compose up

Once executed, all the images will start downloading and the containers will start
automatically.



And when you do o docker ps, you can see that the containers are indeed up and

running.

# loca lhost "
latabases 1
i LB

latabases

Lgnore

zomf ig my

latabases

ants

atabaze

IRMAT ION _SCHEMA . TABI
"I|||i||l‘ You may nse Lhe
p thi
latabases_1
fuely pqlrtili.llllr'-
||' -'lh-:l. 1
partit joned tah
latabases 1

| £017-81
.1Ih I t

lataba

latabases
IRRAT 1ON

=nij | e

TABL

check
es 1 |
ively partitio
latabases_1 |

| p—name-re
oy . EERE

to get | L of

ztartu P upl il

IT09:47:56 . /042492

ITOD:47:56 .

1T69:47:56

socket :

01-13T09:47 .56 .70

to get a list of

ol mal use the :-.I|'.r'1|||.I ||p1.lll|| .
01-13T09:47:56

01-13T09:47:56

81-13T09:47:56.5

1 1V m:

‘5 7 47

AySOL Commumity Server (GEFL)

(514
d e=miu buntudemo
COMTAINER 1D In

s |

Up About a minute
viSeBaZa 1 b4l
] L1] P About a minmite
demoiiubuwtudenn : ™5

sudo
docker ps

COMHAND

FORTS
6. 8. 8. .8:9385-5%3

ta LI 0 P 443-1cC p

ITO9:47:56.7041162 0 [Motel Executing

2 0 [Hote]l Ewd of

Z 8 [Motel mysqld: ready for

“d wer-entrypoint .

g | mx

[Hote] InnoDB: Buffer pool(s) loa

[Marning] "user’ entry 'root@loca

[Marning] "user’ entry "mysgl .sys

entry "sys mysql.s

[Marning] “db’
-

I_:l:.l.-|:'|'|i||||| ‘proxies_priv’ entry '@

lve node

8 [Marning] "tables_priv' entry "sy
kip-name 1luve mode

@ [MNote] Event Schedaler: Loaded @
"SELECT = FROR 1
tahles us g t b |1|-=]qr|-'| ated Lmrl itio
dizahle ||.1r'1 itiom r"|'|||i||r'-| heck”™ Lo %

0 [Hote]l Beginning of list of non-n

list of non-nativel

Z 0 [Hotel mysqld: ready for connecti

' suarsrunsmysg ldsmgsg 1d port:

[Warning] 'proxies priv’ entry '@

1 lue miode

8 [Warningl 'tabl

5 priv’ entry '
olve mode
ent Scheduler:! Loaded ©

3 [Mote]l Executing 'SE
- l.|':i.l'1l" the '1"'I
dizable-partition—engine-check”
8 [Motel Begiwning of list of non-n
8 [Mote]l End of list of non-nativel
comnect i

varsrunsmysd ld-mysq ld . sock : P

_sdpcker—compose up

CREATED
MARES
57 minutes ag
cp demo_dat: s _1
q "daemon of [
demp web 1

About am hour



Docker - Continuous Integration

Docker has integrations with many Continuous Integrations tools, which also
includes the popular CI tool known as Jenkins. Within Jenkins, you have plugins
available which con be used to work with containers. So let’s quickly look at «

Docker plugin available for the Jenkins tool.

Let’s go step by step and see what’s available in Jenkins for Docker containers.

Step 1 — Go to your Jenkins dashboard and click Manage Jenkins.
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Step 2 — Go to Manage Plugins.
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Step 3 — Search for Docker plugins. Choose the Docker plugin and click the Install

without restart button.
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Step 4 — Once the installation is completed, go to your job in the Jenkins dashboard.

In our example, we have o job called Demo.
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Step 5 — In the job, when you go to the Build step, you coan now see the option to
start and stop containers.

z
X -

Step 6 — As a simple example, you con choose the further option to stop containers
when the build is completed. Then, click the Save button.
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Now, just run your job in Jenkins. In the Console output, you will now be able to see
that the command to Stop All containers has run.



B — 5
# Jenkins »

i) Console Output

Docker - Kubernetes Architecture

Kubernetes is an orchestration framework for Docker containers which helps expose
containers as services to the outside world. For example, you can have two services
— One service would contain nginx oand mongoDB, and onother service would
contain nginx and redis. Each service can have an IP or service point which can be

connected by other applications. Kubernetes is then used to manage these services.

The following diagram shows in a simplistic format how Kubernetes works from an

architecture point of view.
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The minion is the node on which all the services run. You can have moany minions
running at one point in time. Each minion will host one or more POD. Each POD is
like hosting o service. Each POD then contains the Docker containers. Each POD
can host o different set of Docker containers. The proxy is then used to control the
exposing of these services to the outside world.

Kubernetes has several components in its architecture. The role of each component is
explained below &mius;

e etcd — This component is a highly available key-value store that is used for
storing shared configuration and service discovery. Here the various applications
will be able to connect to the services via the discovery service.

e Flannel — This is a backend network which is required for the containers.

e kube-apiserver — This is an API which can be used to orchestrate the Docker
containers.

e kube-controller-manager — This is used to control the Kubernetes services.

e kube-scheduler — This is used to schedule the containers on hosts.

e Kubelet — This is used to control the launching of containers via manifest

files.

e kube-proxy — This is used to provide network proxy services to the outside
world.



Docker - Working of Kubernetes

In this chapter, we will see how to install Kubenetes via kubeadm. This is a tool
which helps in the installation of Kubernetes. Let’s go step by step and learn how to

install Kubernetes.

Step 1 — Ensure that the Ubuntu server version you are working on is 16.04.

Step 2 — Ensure that you generate o ssh key which can be used for sshlogin. You can

do this using the following commoand.

ssh-keygen

This will generate a key in your home folder as shown below.
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Step 3 — Next, depending on the version of Ubuntu you have, you will need to add
the relevant site to the docker.list for the apt package manager, so that it will be able
to detect the Kubernetes packages from the kubernetessite and download them

accordingly.

We can do it using the following commands.

curl -s https://packages.cloud.google.com/apt/doc/apt-key.gpg | apt-key add -
echo "deb http://apt.kubernetes.io/ kubernetes-xenial main” | sudo tee /etc/apt/sources.list.d/docker.list



Step 4 — We then issue an apt-get update to ensure all packages are downloaded on

the Ubuntu server.
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Step 5 — Install the Docker package as detailed in the earlier chopters.

Step 6 — Now it’s time to install kubernetes by installing the following packages —

apt-get install —y kubelet kubeadm kubectl kubernetes-cni

A LA Tl Bl - 00 _andBd . deh

o longer supported: Talling b

Step 7 — Once all kubernetes packages are downloaded, it’s time to start the

kubernetes controller using the following commoand —

kubeadm init
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Once done, you will get a successful message that the master is up and running and

nodes con now join the cluster.
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